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Preface

About This Manual

This manual is the introduction of Qsan unified storage system and it aims to help users know the
operations of the disk array system easily. Information contained in this manual has been
reviewed for accuracy, but not for product warranty because of the various environments / OS /
settings. Information and specification will be changed without further notice. For any update

information, please visit www.gsan.com and your contact windows.

Before reading this manual, it assumes that you are familiar with computer skills such as hardware,
storage concepts, and network technology. It also assumes you have basic knowledge of
Redundant Array of Independent Disks (RAID), Storage Area Network (SAN), Network-Attached
Storage (NAS), Internet SCSI (iSCSI), Serial-attached SCSI (SAS), Serial ATA (SATA), technology.

CAUTION:

Do not attempt to service, change, disassemble or upgrade the equipment’s
components by yourself. Doing so may violate your warranty and expose you to
electric shock. Refer all servicing to authorized service personnel. Please always
follow the instructions in this user’s manual.

Technical Support

Thank you for using Qsan Technology, Inc. products; if you have any question, please e-mail to

support@gsan.com. We will answer your question as soon as possible.

Tips and Cautions

This manual uses the following symbols to draw attention to important safety and operational

information.
Symbol Meaning Description
P ‘y TIP Tips provide helpful information, guidelines, or suggestions for
A performing tasks more effectively.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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CAUTION Cautions indicate that failure to take a specified action could
result in damage to the software or hardware.

Conventions

The following table describes the typographic conventions used in this manual.

Conventions Description
Bold Indicates text on a window, other than the window title, including menus,
menu options, buttons, fields, and labels.
Example: Click OK button.
<Italic> Indicates a variable, which is a placeholder for actual text provided by the
user or system.
Example: copy <source-file> <target-file>.

[1square Indicates optional values.

brackets Example: [a | b ] indicates that you can choose a, b, or nothing.

{} braces Indicates required or expected values.
Example: {a | b } indicates that you must choose either a or b.

| vertical bar Indicates that you have a choice between two or more options or
arguments.
/ Slash Indicates all options or arguments.
underline Indicates the default value.

Example:[a | b]

Legal Notice

All the features, functionality, and other product specifications are subject to change without prior

notice or obligation. Information contained herein is subject to change without notice.
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Getting Started

Thank you for using Qsan Technology, Inc. products. This chapter introduces the unified storage

system and how to get started with the storage. It includes the following sections:

Introduction

Introduction
Quick Start Guide

Additional Documentation

Access Web Ul Admin Page

Qsan TrioNAS consolidates NAS, IP-based iSCSI SAN, and allows users to link these to cloud storage.

With TrioNAS, organizations can manage files and run applications in one device to reduce

hardware requirements. The integration of Amazon S3 storage enables users to easily backup data

into the cloud and, with just one click; disaster recovery can be fulfilled effortlessly. TrioNAS

supports multiple protocols including SMB, NFS, AFP, FTP, WebDAV as well as iSCSI. The

combination delivers storage solutions with great performance, manageability and efficiency.

QSM (Qsan Storage Manager)

The system software, QSM adopts ZFS file system that employs copy-on-write transactional
semantics to validate data stored under its protection to avoid data inconsistencies. The self-
healing architecture enables the system to detect silent data corruption and correct error on

the fly.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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QSM architecture

UMS (Unified Management System)

Unifiecl AUTH (AD/I.DAP) Backup

(SCT:; AFP ‘3’:\': FFTTPps// iscst o
SFTP
SOE vios
[y

A F o [~

[wa 1

i

Rsync

Replica

Hardware

. Unified Storage

NAS (Network-Attached Storage) is file-level computer data storage connected to a

computer network providing data access to heterogeneous clients. NAS uses file-based

protocols such as NFS (popular on UNIX systems), SMB/CIFS (Server Message Block/Common

Internet File System) (used with MS Windows systems), or AFP (used with Apple Macintosh

computers). NAS units rarely limit clients to a single protocol.

SAN

FiberChannel, iSCSI, or AoE

—1(_

NAS

SMB, NFS, AFS

NAS provides both storage and a file system. This is often contrasted with SAN (Storage

Area Network), which provides only block-based storage and leaves file system concerns on

the "client" side. SAN protocols are SCSI, Fibre Channel, iSCSI, ATA over Ethernet (AoE), or

HyperSCSI.

One way to loosely conceptualize the difference between a NAS and a SAN is that a NAS

appears to the client OS (operating system) as a file server (the client can map network

drives to shares on that server) whereas a disk available through a SAN still appears to the

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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client OS as a disk, visible in disk and volume management utilities (along with client's local

disks), and available to be formatted with a file system and mounted.

. UnifiedAUTH
QSM delivers outstanding integration of Windows Active Directory and LDAP for IT
administrators to easily manage accounts. The supports for multiple domains of Windows
Active Directory plus the patent-pending UnifiedAUTH empower TrioNAS to provide superior

manageability.

J ]| - (amazon
. . websenaces /
Cloud Backup

7
/0\ - —
N Files & Folders - -

A}

” TrioNAS ~ wov
@

iISCSI CHAP
»
¥4
Windows Server

. SSD Caching
QSM supports SATA and SSD drives. Compared with SAS disk pool, through the hybrid pool
of both SATA and SSD disks IT administrators can achieve equal performance at less cost and
power consumption. Furthermore, SSD caching allows users to assign SSD as the system's
read/write cache to fully utilize the benefits of SSD for business-critical applications that

require quick read/write speed and random I/0O.

. Local, Remote, and Cloud replications
To ensure data security, users can back up valuable folders and files to another device
through rsync. The integration with Amazon S3 also makes back up more efficiently, and

with just one click, disaster recovery can be fulfilled effortlessly.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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Qsan for years has won many proven records in enterprise market and now TrioNAS is aimed to
bring the enterprise-class features into SMB market at competitive price, helping organizations to

manage IT infrastructure at minimum efforts.

Quick Start Guide

This manual provides conceptual information about storage systems, detailed instructions about
using system, and recommendations about configuring, managing, and backing up system. We
recommend that you read this manual to make the best use of the storage system. To quickly start

using the system, review the following sections in this order.

For beginner:

. Quick Setup Wizard, 4 steps to easy setup the system.

For advanced user:

. System Settings and Network Settings to setup basic system setting.

. Privilege Settings to create users and user groups.
. Storage Settings to create pools and volumes

. Manage Shared Folders to share folders with user permission.

. Manage LUNs to create iSCSI/FC LUNs.

. Backup to replicate the data for protection.

Additional Documentation

For more information about system hardware, see the hardware manual, which is available at

QUM201507-Qsan TrioNAS LX U300 Hardware Manual

For more information about technical documents, you may surfer our knowledge base.

http://www.gsan.com/en/fag.php

Access Web Ul Admin Page

Qsan storage system uses a web graphic user interface operation. It supports most common web

browsers. Be sure to connect the LAN cable to LAN1 of the system.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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The web Ul can be accessed via every network interface, but we still define management port. The
default IP of the management port setting is DHCP; check the LCM to find the IP address. If your

network does not have DHCP server, you will need to configure a static IP address.

http://<IP Address> (e.g.: http://192.168.1.234)

Welcome to U300-866D40

admin

fQsan

To access the Web Ul, you have to enter a user name and password. The initial defaults for

administrator login are:
° User Name: admin

. Password: 1234

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.

14


http://192.168.1.234/

== Qsan Document — User Manual %Qsan

Quick Setup Wizard

If you login at the first time, the system will run quick setup wizard. The condition is pure

configuration (Reset to factory default) and no pools in the system. Please follow the steps to

complete the setup. Click |__|' on the upper right corner to enter each setup page for details.

QSM Quick Install

Language  English ¥

System setup |-_I(
Sysiem name: U300-P10-000F40
Time and date: 2015/7/30 11:52:52 (UTC-08:00)
Admin password: OO0 ®® (D=fault password: 1234)
Network setup |-_|'
Network interface: LAMT
IFP address: 192.168.8.73/16
Storage setup |__'|
Configuration: Create storage pool later
Disk 1 Disk & Disk & Disk 13
Disk 2 Disk & Disk 10 Disk 14
Disk 3 Disk 7 Disk 11 Disk 15
Disk 4 [ Disk & l Disk 12 Disk 16
Mone [ Free ” Error ]l Unknown |

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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1. System setup

System name

System name: U300-P10-000F40

Admin password
New password

Retype password

Time and date

® Keep current time and date

Current time 12:3:52

Current date: 2015/7/30

n

° System name: To change the System name, highlight the old name and type in a new
one.

° Admin password: Enter a new password and retype it. The maximum length of
password is 16 alphanumeric characters.

° Time and date setup: Change the current date, time and time zone settings. Click
Manual radio button and select the current date and time. Or click Get from time
server radio button and enter the IP address of NTP (Network Time Protocol) server to
synchronize the time from a time server.

° Time zone setup: To change time zone settings.

When it is done, click OK button.

2. Network setup

LAN setting
Select DHCP or BOOTP to acquire an IP address, or select Static IP to specify an IP address manually
Network interface LAN1
@ pHep
© BoQTP
© Static IP
192.168.8.73
255.255.0.0
192.168.10.254
DNS setting

® Obtain DNS server address automatically

3
LAN1: There are three options: DHCP, BOOTP or specify a Static IP address. The default
LAN1 IP address is 192.168.1.234/255.255.255.0. When it is done, click OK button.
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3. Storage setup

Storage setup

N

[®) Create starage poal later

© Create storage pool now
All hard disks will be configured to a RAID O pool
Disk Striping (RAID Level 0)

RAID O provides a high level of disk I/0 performance without fault tolerance. RAID O does not have a
minimum hard drive requirement.

Disk 1 Disk & Disk @ Disk 13
Disk 2 Disk & Disk 10 Disk 14
Disk 3 Disk 7 Disk 11 Disk 15

Disk 4 Disk 12 Disk 16

v [ ) [ ) (i)

n

° Configure later: If you want to create more than one pool, select this to configure the
storage later.

° Configure now: The system will detect HDDs automatically to create a proper RAID.
RAID O for 1 HDD, RAID 1 for 2 HDDs ...etc.

When it is done, click OK button.

4, Confirm

After confirm, click Apply button.

After quick setup wizard, the basic configurations are completed. There is a Dashboard page for a
whole system view. If you select Configure now at Storage setup, you can start to access the

shared folder now. Please refer to Access Shared Folders section for more detail. If you select

Configure later , you may jump to Storage Settings to create storage pool.
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System Configurations

This chapter describes how to configure and maintain the system. It includes the following
sections:
. System Settings

. Network Settings

o Notification Settings

. Power Management

. Performance Tuning

. Privilege Settings

. System Maintenance

System Settings

Basic System Setting

The System setting -> General setting -> System option is used to setup the system name,
administrator password, system buzzer, system indication, auto shutdown, and management
access control. The default system name is composed of the model name and the serial number of

this system.

The options are available in this tab:

. System name: To change the System name, highlight the old name and type in a new one.

. Admin password: Enter a new password and retype it. The maximum length of password is
16 alphanumeric characters.

. Buzzer: Enable it to let the system make a sound like a bee buzzing when the system is
abnormal.

. System identification: Click Start button to flash the status light on the front display. Click
Stop button to stop.

. Auto shutdown: Enable it to let the system shutdown automatically when the voltage or
temperature is out of the normal range. For better data protection, it is recommended to
check Auto Shutdown.

. QCentral management: Enable it to let the system can be managed by QCentral application.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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. Web management timeout: When the auto logout option is enabled, you will be logged out
of the admin interface after the time specified. There are Disable (default), 5 minutes, 30
minutes and 1 hour options. When the login lock is enabled, the system allows only one user
to login to the web Ul at a time. There are Disable (default) and Enable options.

. Web management setting: Select the protocols for the web service, HTTP, HTTPS, or both. If
the default port numbers of HTTP and HTTPS are not allowed on the network, they can be
changed here.

When it is done, click Apply button.

System name

System name: Csan_NAS

Admin password
MNew password:

Retype password:

Buzzer

If buzzer is enabled, the system will make a sound like a bee buzzing when system is on abnormal status.

* Enabled Disabled

System identification
Flash the status light on the front display. Start

Auto shutdown

If auto shutdown is enabled, the system will shutdown automatically when the internal power levels or temperature are not with normal
levels.

* Enabled Disabled

QCentral management

If QCentral management is enabled, the system can be managed from QCentral application.

* Enabled Disabled

Web management timeout
If auto logout time is set, the system will log out automatically when user is inactive for a period of time.
Auto logout: Dizable v

Login lock: Disable v

Web management setting

Select communication protocol(s) for web service. HTTPS will enable secure connection.

® HTTP and HTTPS HTTPF only HTTPS anly

Change the web management port number.
‘Web management port (HTTF) a0 (Default 80 port)
‘Web management port (HTTPS) 443 (Default: 443 port)

BT T
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Time Setting

The System setting -> General setting -> Time option is used to setup the system time and NTP

(Network Time Protocol) server setting.

Time and date
® Keep current time and date
Currenttime: 15:14:29
Current date: 2015/7/30

Manual setup

5w 4 w25 ¥
2016 v (/|7 w130 ¥
Getfrom internet time server
pool.ntp.org
Time zone
Time zone: (UTC+08:00) Taipei v

o

The options are available in this tab:
. Time and date setup: Change the current date, time and time zone settings. Click Manual
radio button and select the current date and time. Or click Get from time server radio

button and enter the IP address of NTP (Network Time Protocol) server to synchronize the

time from a time server.
. Time zone setup: To change time zone settings.

When it is done, click Apply button.

Network Settings

Basic Network Setting

The System setting -> Network -> General setting option is for accessing the LAN ports. It is used

to change IP addresses of network ports. The various controllers have different network port

configurations:

TrioNAS LX U300:
. U300-P10: 7 x GbE ports per controller.
. U300-P20: 2 x 10GbE ports (SFP+) + 7 x GbE ports per controller.

. U300-F30: 2 x 16Gb Fibre Channel ports (SFP+) + 7 x GbE ports per controller.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
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Each port must be assigned its own IP address via IPv4 or IPv6. It can also be assigned a VLAN ID or

changed jumbo frame. The following example shows the U300-P10 series (7 x GbE ports).

LAN setting

(P Create link aggregation
Mame | Linkstatus |LAG| LAGNo. VLANID | Protocol | IPv4 type IPv4 IP IPv6 type | IPvE IP| Jumbo frame
LANT 100 Mbps  No - - IPvd Static 192.168.11.171186  Disabled 1500
LANZ 1 Gbps No - - IPvd Static 192.168.12.172M18  Disabled 1500
LANZ 1 Gbps No - - IPvd Static 1921681117318 Disabled 1500
LAN4 1 Gbps MNo - - IPvd Static 182.168.12.174M18 Disabled 1800
LANS 1 Gbps MNo - - IPvd Static 182.168.11.175/149 Disabled 1500
LANG 1 Gbps MNo - - IPvd Static 192.168.12.176M18  Disabled 1500
LANT 1 Gbps No - - IPvd Static 192.168.11.177M186  Disabled 1500
LANG  Down MNo - - IPvd Static 192.168.112.11116 Disabled 1500
LANG 10Gbps  No - - IPvd Static 192168112616  Disabled 1500

MAC address

00:1
00:1
001
00:1
001
00:1
00:1
00:1
00:1

37en
37en
3781
3781
3781
3781
37en
37en
37en

2:3B:70
203871
2:3B:72
2:3B:73
2:3B74
2:3B75
213876
213877
213878

Action

P
P
LY Y X
LYY X
7 P
7 P
0 P
P
P

They can be configured in a multi-homed mode, or a present link aggregation / trunking mode.

When multiple LAN ports are set up in the link aggregation or trunking mode, all the LAN ports

share the same IP address. Notice that 1GbE and 10GbE LAN ports cannot be linked aggregation

together. The following table describes the relationship with the service and the network ports.

This table shows the column descriptions.

Column Name Description
Name Port name.
Link status Link up or down.
. Green light: link up.
. Red light: link down.
LAG Link aggregation status.
LAG No. Link aggregation number.
VLAN ID VLAN number.
Protocol Use IPv4 or IPv6.
IPv4 type IPv4 address mode:
. Static: static address.
. DHCP: DHCP assigned address.
IPv4 IP IPv4 address.
IPv6 type IPv6 address mode:
. Static: static address.
. Auto: RA (router advertisement” calculated address.
. DHCP: DHCPv6 assigned address.
IPv6 IP IPv6 address.
Jumbo frame Jumbo frame size
MAC Address MAC address

The options are available in this tab:

. Create link aggregation: Set link aggregation or multi-homed.
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The options are available in the Action column:

. IPv4: There are three options: DHCP, BOOTP or specify a Static IP address. The default LAN1
IP address is 192.168.1.234/255.255.255.0.

LAN setting > IPv4
You can select ' DHCP or 'BOOTP' to acquire an IP address automatically, or select "Static” to specify an IP address manually.
Name: LANT
) DHCP
) BOOTP
® static
Address: [192.168.11.171 |
Mask: |255.255.0.0 |

DN oo

. IPv6: There are three options: Automatic, DHCP, or Static for specifying IPv6 address. The

default is Automatic.

LAN setting > IPve
¥/ Enable IPvE
You can select 'Automatic’ or 'DHCF to acquire an IF address automatically, or select "Static” to specify an IP address manually.
MName: LANZ
® Automatic
) DHCP

O static

| |
BT ST oo

. VLAN: Setup VLAN ID and priority if necessary.

LAN setting > VLAN

) Enable

EZ BT oo

. Jumbo frame: Enable or disable jumbo frame on the port.

LAN setting > Set jumbo frame
Mame: LAN1

) Enable ® Disable

B T oo
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22



== Qsan Document — User Manual %Qsan

Take an example of creating link aggregation.

1. Click Create link aggregation button.

LAN setting > Create link aggregation
Select the network interfaces that you would like to bond together.
Trunking group: LANZ LANZ LAN4 LANG ) LANS LANT
Aggregation: Round-Robin A
* DHCP
BOOTP
Static
192.168.12.176
255.255.0.0

o
Select the network interfaces which you want to bond together.

Select the aggregation mode.

Assign an IP address by DHCP, BOOTP or specify a Static IP address.

oo N

Click Apply button to create link aggregation.

>, TP
l% Aggregation mode:

. Round-Robin: Transmit network packets in sequential order from the first
available network interface (NIC) slave through the last. This mode
provides load balancing and fault tolerance.

. Active Backup: Only one NIC slave in the bond is active. A different slave
becomes active if, and only if, the active slave fails. The single logical
bonded interface's MAC address is externally visible on only one NIC
(port) to avoid distortion in the network switch. This mode provides fault
tolerance.

. Trunking: Transmit network packets based on [(source MAC address
XOR'd with destination MAC address) modulo NIC slave count]. This
selects the same NIC slave for each destination MAC address. This mode
provides load balancing and fault tolerance.

. Broadcast: Transmit network packets on all slave network interfaces. This
mode provides fault tolerance.

. LACP: IEEE 802.3ad Dynamic link aggregation (802.3ad) Creates
aggregation groups that share the same speed and duplex settings.
Utilizes all slave network interfaces in the active aggregator group
according to the 802.3ad specification.

. Transmit Load Balancing: The bonding driver mode that does not require
any special network-switch support. The outgoing network packet traffic
is distributed according to the current load (computed relative to the
speed) on each network interface slave. Incoming traffic is received by
one currently designated slave network interface. If this receiving slave
fails, another slave takes over the MAC address of the failed receiving
slave.

. Adaptive Load Balancing: It includes transmit load balancing plus receive
load balancing for IPV4 traffic, and does not require any special network
switch support. The receive load balancing is achieved by ARP negotiation.
The bonding driver intercepts the ARP Replies sent by the local system on
their way out and overwrites the source hardware address with the
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unique hardware address of one of the NIC slaves in the single logical
bonded interface such that different network-peers use different MAC
addresses for their network packet traffic.

(* Reference from http://en.wikipedia.org/wiki/Link _aggregation)

Default Gateway Setting

The System setting -> Network -> Default gateway option provides the function to enable or

disable the port as default gateway.

IPv4 default gateway

¥ Enabled
Interface: LANT v
Address: 192.168.10.254

IPvé default gateway

oo

Check IPv4 default gateway or IPv6 default gateway, select the interface and enter the default IP

address. When it is done, click Apply button.

DNS Setting

The System setting -> Network -> DNS option is for accessing the DNS (Domain Name Service)

setting. It is used to change DNS IP addresses.

DNS setting

DNS (Domain Name Service) provides a means to translate hostname to IP address. Enter DNS IP addresses below.

* Use the following DNS server address:
Primary DNS:
Secondary DNS:
DNS search path:

* Note:

DNS setting will apply to all networks ports. All network ports share same DNS setting.

o
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ptions are available in this tab:

Primary DNS: The IP address of DNS server can be entered or changed here. The DNS
settings will be applied to all network ports, which mean you ONLY need to select one of the
network ports and start DNS setting.

Secondary DNS: Optional.

DNS search path: It is a list of domains to try when the system tries to translate a machine

name into an IP address. It provides more flexibility than the simple domain statement.

The following sections are advanced network settings, you can skip those and jump to Notification

settings.

Routing Setting

The System setting -> Network -> Routing option is for accessing the IPv4 static route and IPv6

static

route.

IPv4 static route

®

ln]

Add IPv4 static route

Destination Mask Gateway Metric Interface Action

IPv4 routing table

D Destination Mask Gateway Metric Interface
1 169.254.0.0 255.255.0.0 0.0.0.0 o LAN2
2 169.254.00 255.255.0.0 0.0.0.0 o LANB
3 169.254.0.0 255.255.0.0 0.0.0.0 0 LANT
4 169.254.00 255.255.0.0 0.0.0.0 o LANS
5 192.168.0.0 255.255.0.0 0.0.0.0 0 LANZ
6 192.168.0.0 255.255.0.0 0.0.0.0 o LAN1
7 0000 0000 192.168.10.254 o LAN1
IPv6 static route
() Add IPv6 static route
D Destination Prefix Gateway Metric Interface Action
IPv6 routing table

e}

Destination Prefix Gateway Metric Interface

The option is available in this tab:

o Add IPv4/IPv6 static route: Enter the IP settings of static route, and then select the network

interface. When it is done, click Apply button.

Take an example of creating Add IP4v4 static route.

1. Click Add IPv4 static route button.
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IPv4 static route > Add IPv4 static route

Destination: | |
Mask: | |
Gateway: | |
Metric: [1 |
Interface:

Addrass: [192.168.10.31 |

o oo

2. Enter the destination IP address, subnet mask, gateway, and metric.

3. Select an interface.

4, Click Apply button to add an IPv4 static route.

Loopback Setting

The System setting -> Network -> Loopback option provides the function to set lookback interface.

If it is enabled, it supports mail, SNMP, and system log server.

Loopback
[ Enabled

[192.168.10.31 |

DN

Network Diagnostic Tools

The System setting -> Network -> Ping/Traceroute option provides to ping and traceroute to diag

out what happen between the host and the system.

Tools

Diagnaostic tools provides ping and traceroute to diag out what happen between host and system.

Mode: '® Ping '~ Traceroute

Addrass: |[1Pva =
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The System setting -> Network -> ARP (Address Resolution Protocol) option provides table

mapping IP address to MAC address.

ARP
Diagnostic ARP (Address Resolution Protocol) provides table mapping IP-address-to-MAC-address.
Condition: ® Al

IP address:

IP address MAC address Interface
182.168.130.20 14:daed58ec72 LANT
182.168.8.215 00:17:f2:10:3b:Bc LANT
182.168.10.254 10:bT48:d4:bbce LANT

162.168.8.13 e8:e0:b7:02.70:5F LAN1
102168842 di:fc:03:0b:h9:5a LANT
182.168.195.55 20:ct30:5020:4d LANT
1821681701868 beiee7h96:b8 6T LANT

IP Filter Setting

The Security -> IP Filter option is for accessing IP filter setting and IP filter rule. It provides the
basic firewall function. Please be aware that IP filter rule cannot be enabled or disabled separately.

Once IP filter function is enabled, all rules will be applied.

IP filter setting

Status: Enable '® Disable

o

The options are available on IP filter setting tab:

. Status: The IP filter function enables or disables.

The IP filter rule tab provides the function to set IP filter rules.

IP filter rule
(@) Add IP filter rule

No. | Type | Filter policy Protocol Source IP range Destination port range | Modify
1 1Pvd Allow Both 10.0.0.0- 10.0.0.254 1 - 63535 rd m]

The options are available in this tab:

. Add IP filter rule: Define filter policy, IP ranges, port ranges and protocol.
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IP filter rule > Edit

Na.: 1

Filter palicy: ® Allow Deny

Source IP range: 10000 -
10.0.0.254

Destination port range: 1 -
65535

Protocol: Both

EE ST T

Notification Settings

Mail Setting

The Monitor -> Notification -> Email option is used to enter mail addresses for receiving the event
notifications. Fill in the necessary fields and click Send test mail to test whether it is workable.

Some mail servers check the Mail-from address and need the SMTP relay setting for

authentication.

>N, TP
L% Please make sure the DNS server IP is well-setup in System setting -> Network -
> DNS. So the event notification mails can be sent successfully.

You can also select which levels of event logs which you would like to receive. The default setting

includes WARNING and ERROR event logs only.
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Mail setting

Mail-fom address: [maiiman@u300-F20 |

Mail-to address 1: | |

) Information ¥/ warning ¥/ Error

Mail-to address 2: | |

) Information ¥/ 'Warning ¥/ Error

Mail-to address 3: | |

) Infarmation ¥/ Warning ¥/ Error

) SMTP relay

| |
[ Disable v
| |
| |

oo

For the security reason, we support the communication of email authentication by SSL and TLS,

please select it from Log on using combo box. When it is done, click Apply button.

The following sections are options for notification; you can skip those and jump to Privilege setting.

Messenger Setting

The Monitor -> Notification -> Messenger option is used to setup pop-up messages via Windows

messenger (not MSN).

Messenger

Messenger

IMessenger IP/fcomputer name 1: | |

IMessenger IPfcomputer name 2: | |

Messenger IP/lcomputer name 3: | |

) Information #! Warning #/ Error

e

The options are available in this tab:

i Messenger: You must enable the Messenger service in Windows (Start -> Control Panel ->
Administrative Tools -> Services -> Messenger). It allows up to three Messenger addresses.
You can choose the alert levels which you would like to receive. The default setting only
includes WARNING and ERROR event logs.

When it is done, click Apply button.
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SNIMMP Setting

The Monitor -> Notification -> SNMP option is used to setup SNMP traps (for alerting via SNMP).

SNMP

SNMP trap address 1
SNMP trap address 2:
SNMP trap address 3:

Community: public

Information ¥/ 'Warning ¥/ Error

Download MIB file
Click Download to download device MIB file. Download

oo

The options are available in this tab:

SNMP trap address: It allows up to three SNMP trap addresses. The default community
setting is public. You can choose the alert levels which you would like to receive. The default
setting only includes WARNING and ERROR event logs.

There are many SNMP tools avaiable on the internet.

° SNMPc: http://www.snmpc.com/

° Net-SNMP: http://net-snmp.sourceforge.net/

Download MIB file: Click Download button to download MIB file for SNMP usage.
When it is done, click Apply button.

Log Server Setting

The Monitor -> Notification -> Log server option is used to setup alerts via the syslog protocol.

System log server
Server IP/hostname:
UDF port: 514

Facility: User v

Information # warning ! Error

oo

The options are available in this tab:

Server IP/hostname: Fill in the necessary fields for syslog service. The default port is 514.

You can choose the alert levels which you would like to receive. The default setting only

includes WARNING and ERROR event logs.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.

30


http://www.snmpc.com/
http://net-snmp.sourceforge.net/

== Qsan Document — User Manual %Qsan

There are some syslog server tools available on the internet for Windows.

° WinSyslog:_http://www.winsyslog.com/

° Kiwi Syslog Daemon: http://www.kiwisyslog.com/

Most UNIX systems have built-in syslog daemon.

When it is done, click Apply button.

Power Management

UPS Setting

The System setting -> Power management -> UPS option is used to set up a UPS (Uninterruptible

Power Supply).
UPS
UPS type: Nane v
] v
0 L
Off v
Status:
Battery level: i 0%

ooy

The system supports and communicates with Smart-UPS series with network function by APC

(American Power Conversion Corp, http://www.apc.com/) and Megatec-UPS (Mega System

Technologies Inc, http://www.megatec.com.tw/).

DN, TP
l% Connection with other vendors of UPS can work well, but they have no such
communication features with the system.

Now we support the network UPS via SNMP. First, connect the network cable to UPS well. And

then set up the shutdown values for when the power goes out.

This table shows the available options and their descriptions.

Options Description
UPS Type Select UPS Type:
. None: No UPS or other vendors.
. Smart-UPS (Serial port): APC Smart-UPS with RS-232.
. Megatec-UPS: Mega System Technologies Inc UPS.
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. Smart-UPS (SNMP): APC Smart-UPS with network function.
IP address The IP address of the network UPS.
(This option is
only visible when
SNMP UPS is
selected.)
Community The SNMP community of the network UPS.
(This option is
only visible when

SNMP UPS is

selected.)

Shutdown battery When the battery level goes down and lower than the configured
level (%) threshold, the system will auto shutdown. This function will be disabled if

the configured threshold is set to “0”.
Shutdown delay When there is the power outage happening, if the power cannot be
(s) recovered within the configured time, such as 30 seconds, the system will
auto shutdown at the moment. This function will be disabled if the
configured seconds is set to “0”.
Shutdown UPS The status of shutdown UPS:
. ON: The system will send the command to shutdown the connected
UPS if one of the above functions is triggered when the power
outage is happening.
o OFF: Disable this function.

The system will shutdown either Shutdown battery level (%) or Shutdown delay (s) reaches the

condition. User should set these values carefully.

Performance Tuning

Application Mode

The System setting -> Performance tuning -> Application mode option is to enable the Video

streaming options.
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Application mode
Selectan application mode for better efficiency. Each mode is optimized for the specified application.
* Default

Defaultis for generic file service or backup usage. Please select default setting if you are not sure what application you are using.

Video streaming
Enabling video streaming will optimize the IOPS for small packets of sequential read/write and the throughput for large packets of random. Butthe
performance might have a little drop in large sequential packets. The overall effect is benefit for video streaming application.

Sequential IOPS Boosts Up Random Throughput Boosts Up

Default

Video Streaming

oK 200K 400K S00K o 250 500 750 1,000
foesh (MB/s)

oo

Default is for generic file service or backup usage. Enabling video streaming will optimize the I0PS
for small packets of sequential read/write and the throughput for large packets of random. But the
performance might have a little drop in large sequential packets. The overall effect is benefit for

video streaming application.

Privilege Settings

Manage User Accounts

The Privilege setting -> Accounts -> Users option provides the function to manage local user
accounts such as add, delete, edit, change password or view the status of the users. Local user

accounts and domain user accounts are displayed separately by selecting the drop down list.

Domain user accounts are only for display purpose. You cannot edit domain account or change the

password of domain account.

User account

Localuser v | Total: 1

@ Create [@, Search
uD ~ | User name Group Quota (GB) ‘ Used (%) ‘ Email‘ Description ‘ Action
D admin Administrator_Group, User_Group None D

M 41| P M |1 v|r1pages)

This table shows the column descriptions.
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Column Name Description
uiD The user ID.
User name The account name.
Group The user belongs to the groups.
Quota (GB) User quota space.
Used (%) The percentage of the quota usage.
Email User’s email.
Description User’s description.

The options are available in this tab:
. Create: Add a user account.
. Delete: Multi select the user accounts to be deleted.

. Search: Enter a keyword to search.

The options are available in the Action column:
. Change password: Change the user’s password.
. Edit: Edit the user.

. Delete: Delete the user.

Please be aware that before you can create local accounts, a storage pool with home directory
function enabled must be created first. Otherwise, you will not be able to create local account and
all functions will be grey out. For each local account created, the system will automatically create a
personal folder in the home directory with the capacity limit specified in account creation. The

user can access his/her home directory right away.

Take an example of creating an account.

1. Click Create button.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
34



Qsan Document — User Manual

SQsan

User account > Create
MName:

Password:

Retype password:
uiD:

Email:

Quota:

Description:

Group:

* Note:

For iSC SI CHAP Authentication: The password length must be a
minimum of 12 characters and a maximum of 16 characters.

GB v

Group name Selected groupis)
i sort |@, Search 15 sort
Administrator_Group User_Group

=

=

BN ST T

2. Enter Name, Password, and Retype password. The other fields are optional.

3. Click Apply button to create an account.

UID is open for user assignment. If UID input is left blank, the system will assign an ID

automatically. User-assigned ID has a range 1000 ~ 60000.

>, TP

1% The password is required to be at least 12 and up to 16 alphanumeric
characters. This is because of UnifiedAUTH mechanism that will integrate with
iSCSI CHAP account. iSCSI CHAP account requires that the password needs to be

12 to 16 characters.

If the system is using Active Directory or LDAP as directory service, you may see the domain users

as below. Please be aware that no modification (add, delete, edit, change password) can be made

to domain users. This can only be done on the AD server or LDAP server.

The syntax to represent a domain user is :
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<domain name>+<user account>

Manage Group Accounts

The Privilege setting -> Accounts -> User group option provides the function to manage local
groups such as add, delete, edit, or view the status of the groups. Local groups and domain groups

are displayed separately by selecting the drop down list.

Group account

Local group v | Total: 2

(@ Create €, Search
GID ~ Group name User# Description Action
0 Administrator_Group 1 rd
101 User_Group 3 4

This table shows the column descriptions.

Column Name Description
GID Group ID (user assigned range 1000 ~ 60000).
Group name The group name.

#User The number of users that belong to this group.
Description Group’s description.

The options are available in this tab:
. Create: Add a group account.

. Search: Enter a keyword to search.

The options are available in the Action column:
. Edit: Edit the group.

. Delete: Delete the group.

Take an example of creating a group.

1. Click Create button.
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Group account > Create

Name: | |
GID: | |
Description:
P
User: User name Selected user(s)
Bsot|  J@searcn  §json
admin - -
mike
sqp

2. Enter the Name. The other fields are optional.

3. Click Apply button to create a group.

GID is open for user assignment. If GID input is left blank, the system will assign an ID

automatically. User-assigned ID has a range 1000 ~ 60000.

If the system is using Active Directory or LDAP as directory service, you may see the domain groups
as below. Please be aware that no modification (add, delete, edit) can be made to domain groups.
This can only be done on the AD server or LDAP server.

The syntax to represent a domain user is:

<Domain name>+<group name>

The following sections are options for accounts; you can skip those and jump to Storage

configurations.
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Import and Export Accounts

The Privilege setting -> Accounts -> Import / Export option provides the function to import/export

accounts.

Import

Cverwrite duplicatad account

File path: Browse... Import
Export
Export account setting file Export

The options are available in this tab:

. Overwirte duplicated account: Check this to overwirte duplicated account.
. Import: Import all users and groups from a file.
. Export: Export all users and groups to a file.

The import/export file is a pure text file with the following format. Each attribute is separated by a
colon. For group account between two colons, each user is separated by a comma. Before
importing account file, you may create several accounts and export the account file first to get
familiar with the format.

[Users]

user name:user password:quota:UID:email:desc

[Groups]

group name:userl,user2...:GID:desc

Please be aware that the actual password will not be exported. In exported file, the password will
be replaced with a dummy password 1234. When the same account name (case sensitive) exists
during importin, it will not overwrite the existing account information unless “overwrite duplicated
account” is checked. When overwriting an user account, UID remains unchanged. When
overwriting a group account, GID remains unchanged and the original group members remain plus

adding any new group members.

Directory Services

The Privilege setting -> Accounts -> Directory services option provides three directory services.
Default is Standalone, which supports local account only. The others are Active Directory service
for Microsoft Windows domain networks and LDAP (Lightweight Directory Access Protocol)

services.
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Qsan UnifiedAUTH mechanism is the backbone of all the directory services. It simplifies the use of
all the data services (CIFS, NFS, AFP, FTP, WebDAV, iSCSI) and frees the users from memorizing
different account/password sets for different data services. The benefits are:

. Easier use of all data services

. Simplified management
Only one directory service can be enabled at all time. No two directory services can be enabled at
the same time. Switching directory service will result in losing Access Control List of all shares from

the previous directory service.
Select a radio button to change the directory service:

. Standalone
Standalone supports local user/group accounts only. It is the default setting.

When it is done, click Apply button.

. Active Directory
Active Directory service supports Windows Server 2003 and 2008 Active Directory to

manage the accounts. The maximum number of AD users and groups is 65536.

Enter the settings of Active Directory above. When it is done, click Apply button. If the
information is correct, the AD accounts will be added in Privilege setting -> Accounts ->
Users -> Domain user and User groups -> Domain group. It will take some time to download
the accounts at the first time. And then it will synchronize with the server automatically. Or
you may set the duration in minutes for how often the system should synchronize with the

AD server.

D, TP
l% In order to make sure you can successfully login Active Directory server, please
make sure the following two requirements are met.
1. Primary DNS (Domain Name Server) setting is identical to that of the Active
Directory server.
2. The system time is synchronous with that of the Active Directory server
with less than 1 minute tolerance.
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Directory service

oActi\.re directory _> Type: Active directory

Directory service

Currenttype: Standalone

sundaloe

Domain controller name or IP address: ? Note:
Domain administrator account: Please make sure the DNS setting is the same as primary domain controller.
Domain administrator password: Domain controller name or IP address:  [192.168.138.1
Fully qualified domain name: Domain administrator account: administrator
NetBIOS domain name: Domain administrator password:
Set AD account synchronization period]  Fully qualified domain name: kevin2012.ad tw
LDAP NetBIOS domain name: kevin2012
Set AD accountsynchronization period: |5 minutes

LDAP
LDAP (Light-weighted Directory Access Protocol) service supports LDAP version3 to manage

the accounts. The maximum number of LDAP users and groups is 65536.

Enter the settings of LDAP above. When it is done, click Apply button. If the information is
correct, the accounts will be added to System configuration -> Account -> User account ->

Domain user and Group account -> Domain group.

Base DN: The base distinguished name (DN) indicates where in the LDAP directory you wish
to load users and groups. It is the top level of the LDAP directory tree to be used when
searching for resources. Suppose that all user accounts and groups are located in the “Users”
folder under your domain. In LDAP form, it is cn=Users,dc=<your domain>. Let’s say your

domain is aaa.bbb.com. The Base DN you should put in is cn=Users,dc=aaa,dc=bbb,dc=com.

Admin DN: By default, the administrator DN is in the form cn=Administrator,dc=<your
domain>. Using previous example, The Admin DN should be put in s

cn=Administrator,dc=aaa, dc=bbb,dc=com.

‘ TIP
v
% Please contact your LDAP server administrator for the correct login parameters

for Base DN, Admin DN, User base DN, and Group base DN.
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System Maintenance

System Information

The System setting -> Maintenance -> System Information provides to display system information.
It includes MAC/SAS Address, SAS I0C Firmware version, SAS Expander Firmware version, BIOS

version, CPU type, memory, serial number, and JBOD MAC/SAS Address.

System information

System name: LU300-FP20-866040

Model name: u300-P20

MAC/SAS address: 001378123670 (Controller: 5001378ff866d40)
Firmware version: 200

SAS 1OC firmware version: 17.00.01.00

Expander firmware version: 132

BICS version:

CPU type: Intel(iR) Xeon(R) CPU E3-1225v3 @ 3.20GHz
System memory: Slot1: ECC Unbufferad DDR-III 8182ME

Slot 2: ECC Unbuffered DDR-IIl 8192MB
Slot 3: ECC Unbuffered DDR-IIl 8192MB
Slot 4: ECC Unbuffered DDR-IIl 8192MB

Serial number (SN} CV42401378123B70

JBOD MAC/SAS address: No JBOD is connected.

Download system information

Click Download to download system Download
information file.

The options are available in this tab:

. Download System Information: Click Download button to download the system information
for debug. The Download system tab will download a compressed file to your local drive. It
contains event logs, debug information, and system configuration data. Please send this

compressed file to us when you need technical assistance.

Firmware Upgrade

The System setting -> Maintenance -> Firmware upgrade option is used to upgrade controller

firmware.

Firmware upgrade

To upgrade the internal device firmware, browse to the location of the binary {.BIN) upgrade file and click Upgrade. Upgrade files can be
downloaded from website. If the upgrade file is compressed (.ZIP file), you must first extract the binary (.BIN) file. In some cases, you
may need to reconfigure.

File path: Browse...
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Please prepare new controller firmware file named “xxxx.bin” in local hard drive, then click

Browse to select the file. Click Upgrade button to start upgrading the firmware. When upgrading,

there is a percentage displayed. After finished upgrading, the system must reboot manually to

make the new firmware took effect.

BIOS Upgrade

The System setting -> Maintenance -> BIOS upgrade option is used to upgrade controller BIOS.

BIOS upgrade

File path: Browse...

Upgrade

Please prepare new controller BIOS file in local hard drive, then click Browse to select the file. Click

Upgrade button to start upgrading the BIOS. When upgrading, there is a percentage displayed.

After finished upgrading, the system must reboot manually to make the new firmware took effect.

Firmware Upgrade via USB

Starting from FW1.2.0 in TrioNAS and TrioNAS LX series, upgrading firmware using USB flash drive

is supported. Below are the instructions of how to use this function and some requirements.

Copy the checksum file (md5sum.txt) and firmware file (*.bin or *.flash) to the root of USB
drive.

In the root of USB drive, create a pure text file named AutoRun.ini with the following
content.

[upgrade]

upgrade_md5file = md5sum.txt

Insert USB drive to the USB port shown below in different models.

The system will detect USB drive and the firmware. If the setting is correct, firmware
upgrading will start automatically. The web Ul does not have a progress meter.

If upgrading is successful, the hard drive LED will blink for 10 seconds and the buzzer will be
on for 10 seconds. If upgrading fails, the hard drive LED and the buzzer will be on for 2

seconds and off for 2 seconds for 3 times.

Some requirements:

USB drive file system supports NTFS and FAT32 only.

Firmware file name cannot be renamed.
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. During firmware upgrading, USB drive cannot be plugged out.

i If firmware version is the same, upgrading will not start.

Import and Export System Configurations

The System setting -> Maintenance -> Import / Export option provides to import or export the

configuration file.

Import configuration file

File path: Browse... | Import |

Export configuration file

Click "Export to export configuration file. Export

The options are available in this tab:
. Import Configuration File: Please prepare configuration file in local hard drive, then click
Browse to select the file. Click Import button to import the configuration file.

. Export Configuration File: Click Export button to export the configuration file.

Reset to Factory Default

The System setting -> Maintenance -> Reset to factory default option allows users to reset the

system configurations back to the factory default settings.

Reset to factory default

Click Reset device to clear all user-entered configuration information and return to factory defaults.
® Resetto factory default but all local accounts will be reserved.

Reset to factory default and all lacal accounts will be removed.

Select the options which all local accounts are reserved, and then click Reset device button. It will

reset the following settings.
o LAN1 IP Address: 192.168.1.234
. User Name: admin

o Password: 1234

. Set default directory service to Standalone.
. Clear all access right settings for shares.

. Clear all snapshot, replication, backup tasks.
. Clear all users/user groups by option.
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Please be aware that “Reset to factory defaults” will not delete the user data in UserHome file
system. If you create a local user account with the same name, the system will see it as the same

user and use the original user account folder.

Reboot and Shutdown System

The System setting -> Maintenance -> Reboot / Shutdown option is used to reboot or shutdown

the system.

Reboot
Click Reboot will cause the device to reboat. Reboot

Shutdown
Click Shutdown will cause the device to Shutdown
shutdown.

The Shutdown option is used to shutdown the system. Before powering off the system, it is highly
recommended to execute Shutdown function to flush the data from cache onto the physical disks.

The step is important for data protection.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
44



2@ Qsan Document — User Manual %Qsan

Storage Configurations

This chapter describes the storage configurations. It includes the following sections:
i Storage Concepts
i Storage Settings

o Advanced Storage Technology

Storage Concepts

Pool Concept and its Relationship

The following graphic is the pool structure. It describes the relationship of HDD, storage pool,

share, and volume.

Storage pool, Share, Volume
e Q e Q iSCsI Fibre Channel

Host interface a
//' /f —
@ FTP m FTP

Stor pool RAID set 1 RAID set 2 Hard spare RAID set m

dedicated

Har

Expansion enc |":Ur°l‘BODJ

A group of HDDs make up a RAID set. A pool consists of RAID sets and owns one RAID level
attribute. Each pool can be divided into several shares or volumes. The shared file system can be
accessed by Windows, Linux, Mac OS. For block level service, a LUN (Logical Unit Number) needs

to be attached to the volume to be accessed by either iSCSI or Fibre Channel.
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RAID is the abbreviation of Redundant Array of Independent Disks. The basic idea of RAID is to

combine multiple drives together to form one large logical drive. This RAID drive obtains

performance, capacity and reliability than a single drive. The operating system detects the RAID

drive as a single storage device.

There are various RAID levels with different degrees of data protection, data availability, and

performance. A description of supported RAID levels follow:

Type Description Min. No. of Drives

RAID O Disk striping. 1

RAID 1 Disk mirroring over two disks. 2

RAID 5 Striping with interspersed parity over the member disks. 3

RAID 6 2-dimensional parity protection over the member disks. 4

RAID 10 Striping over the member RAID 1 volumes. 4

RAID 50 Striping over the member RAID 5 volumes. 6

RAID 60 Striping over the member RAID 6 volumes. 8

.
Storage Setting
Physical Disks

The Storage management -> Physical disks option provides the hard drive status.
Physical disk
Show disk for:| Local v

Slot No.| Size (GB)| Pool name | Status| Health SMARTCTL| Usage |SSD| Vendor Serial Rate Write cache Action

1 3728 RS Cnlin d Jnknown  RAID disk No  WDC WD-WCC4ADOOT 183 SATAG.0 Gbit Enabled * 4 n
2 3728 RS RAID disk No  WDC WD-WCC4ADD18928 SATAG.0 Gbit  Enabled * | 4]
3 37286 R5 RAID disk Noa WDC WD-WCCED0076782 SATAG.0Gbit Enabled * | 4]
4 3728 RS RAID disk No WDC WD-WCC4ADOOT 318 SATAG.0 Gbit Enabled * 4 n
5 3728 RS RAID disk No  WDC WD-WCC132033438 SATAG.0 Gbit  Enabled * | 4]
i} 37286 R& RAID disk Noa WDC WD-WCC4ADD19854 SATAG.0Gbit Enabled * 4 n
7 3728 R& RAID disk No  'WDC WD-WCC4ADDOT038 SATAG.0 Gbit Enabled
g 3728 R4 RAID disk No  WDC WD-WCC5D0097438 SATAG.0 Gbit  Enabled
] 3728 R& RAID disk No WDC WD-WCC4AD00B103 SATAG.0 Gbit Enabled
10 3728 R& RAID disk No  'WDC WD-WCC5D0096732 SATAG.0 Gbit Enabled
11 3728 R4 RAID disk No  WDC WD-WCC5D00967 36 SATAG.0 Gbit  Enabled
12 3728 R& RAID disk No WDC WD-WCCsD0095740 SATAG.0 Gbit Enabled
13 2794 R1 RAID disk MNo Seagate WEAD3KJZ SATAG.0 Gbit Enabled
14 2794 R1 RAID disk MNo Seagate WEADIKWA SATAG.0 Gbit  Enabled
15 2794 RO RAID disk Mo Seagate WEADIKZT SATAG.0 Gbit Enabled
16 2794 RO RAID disk Mo Seagate WEADIKPZ SATAG.0 Gbit Enabled
17 2794 RO RAID disk MNo Seagate WEAD3IMRZ SATAG.0 Gbit  Enabled
14 931 ROD RAID disk Mo WDC WD-WMCEKOD36600 SATAG.0 Gbit  Enabled
20 931 ROD RAID disk No WDC WD-WMCEK0037032 SATAG.0 Gbit Enabled
21 745 Rg RAID disk Yes INTEL BTWAS1460124800HGN SATAG.0 Gbit  Enabled
22 186 n Fi Yes  Intel BTHVE04002CZ200MGN SATAG.0 Gbit  Enabled
23 745 n Fr Yes [INTEL BTWAS1450270800HGN SATAG.0 Gbit Enabled

This table shows the column descriptions.
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Column Name Description
Slot No. The position of a hard drive.
Size (GB) Capacity of hard drive.
Pool Name Pool name.
Status The status of the hard drive:

. Online: the hard drive is online.

. Rebuilding: the hard drive is being rebuilt.

. Degraded: one of the RAID set is at degraded mode.

. Failed: one of the RAID set is at failed mode.

. Importing: the system is loading data from the disks, which means
the pool is not ready for use yet.

Health The health of the hard drive:

. Good: the hard drive is good.

. Failed: the hard drive is failed.

. Error alert: S.M.A.R.T. error alert.

. Read errors: the hard drive has unrecoverable read errors.

. Reserved: the disk is one of the member disks of a RAID group. It
contains RAID group and pool information, but the original RAID
group and pool can’t be found. Either you put this disk at its original
slot or set this disk as a free disk.

SMARTCTL The SMART of the hard drive:

. Unknown: the SMART of the hard drive is unknown.

. NoError: the SMART of the hard drive has no error.

. HasError: the SMART of the hard drive has error.

Usage The usage of the hard drive:

. RAID disk: This hard drive has been set to a RAID group.

. Free disk: This hard drive is free for use.

. Dedicated spare: This hard drive has been set as dedicated spare of
a pool.

SSD HDD or SSD.

Vendor Hard drive vendor.

Serial Hard drive serial number.
Rate Hard drive rate:

. SAS 6Gb/s.

. SAS 3Gb/s.

. SATA 6Gb/s.

. SATA 3Gb/s.

. SATA 1.5Gb/s.

Write cache Hard drive write cache is enabled or disabled. The default value is Enabled.

The options are available in the Modify column:

. Start / Stop SMARTCTL self-test: Start or stop SMART self-test.

. Download SMARTCTL log: Download SMART self-test log.

o Set free disk: Set the hard drive be free for use.

. Replace disk: Replace the hard drive of the pool to another free hard drive.

. Turn on / off the indication LED: Turn on or off the HDD LED for identify.

Take an example of replacing a disk in pool.

1. Click Replace disk icon.
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Physical disk > Replace disk

2. Select a free disk.

3. Click Apply button to replace.

Manage Pools

Pool name: RS0
Slot: Local Slot 1
Available disk(s):
Enclosure Slot No. Size (GB) Status Health Usage S5D | Vendor Rate
. Lacal 17 931 Online Good Dedicated spare No WDC SATA 6.0 Gbit
Ao

The Storage management -> Pools -> General setting option provides various functions to manage

storage pool such as create, expand, and set home directory, delete, or view the status of the

pools.

Pools

RO 600043
R1  2004.19
RS 8000.95
RE6 931839

Name Total (GB) Used (GB)| Free (GB) Capacity Dedup Status Home
6000.63
184319
7208.95

931839

@ Create &' Import encrypt key

RAID set
) RAID 0
0 1% 100x Oniine  Noo /oo 45 45.47)
) RAID 1
181 5%  1.00x Online No /' 13.14)
) RAID 5
782 0% 7.00% Online No- 0o 12,345
0 2%  100x Online No RAIDE

(Local:6,7,8,9,10,11,12)

Action
rdcivgi|
2EJ4T
rdcivgi|
/B4

Spare disk | Read cache disk | Write cache

This table shows the column descriptions.

Column Name

Description

Name

Pool name.

Total (GB)

Total capacity of this pool.

Used (GB)

Used capacity of this pool.

Free (GB)

Free capacity of this pool.

Capacity

The percentage or the capacity.

Dedup

(This option is
only visible when
it supports
deduplication.)

The status of the deduplication.

Status

The status of the pool:

. Online: the pool is good.

. Failed: the pool fails.

. Rebuild: the pool is being rebuilt.

Home

The home directory is in the pool.

. Yes: the home directory is in the pool.
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. No: the home directory is not in the pool
RAID set The physical disk slots of the RAID set.
Spare disk The spare physical disk slot.
Read cache disk The SSD drives that are used as read cache (L2ARC).
Write cache The SSD drives that are used as write cache (ZIL).

The options are available in this tab:

Create: Create a pool.

Import encrypt key: Import encrypt key file for security. (This option is only visible when it

supports pool encrypt.)

The options are available in the Action column:

Edit: Edit the pool settings.

Expand: Add more RAID sets to the same pool to expand the capacity.

Scrub: Perform pool scrubbing manually to make sure there is no defect in the hard drive.

Export encrypt key: Export encrypt key file. (This icon is only visible when it supports pool

encrypt and is enabled.)

Delete: Delete the pool. The pool can be deleted when there is no file system or volume in it

except UserHome directory.

Take an example of creating a pool.

1.

W

Click Create button.

Pool
@ Create L* Import encrypt key
Name| Total (GB)| Used (GB)| Free (GB)| Capacity| Status| Home RAID set siot Spares slot| Read cache slot| Write cache slot

R3 3620.43 0 3650.43 0% Online  Yes RAID 5 (Local: 1,2,3)

Enter a Pool Name.

Use the drop-down list to select a RAID level.

Check the Set up Home Directory if the pool contains home directory.
Optionally, configure the following:

. Werite Cache: It’s to enable or disable the write cache option of hard drives.

Modify

ZEJ 8 T

Check Enable for Pool encrypt and enter the encrypt key if necessary. Check Auto unlock will

unlock the pool when next reboot. Otherwise, it cannot be used except entering the encrypt

key on every reboot.

Select disks from below, and then click Next button.
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Pools > Create

Pool name: |R5
RAID level:

Disk Striping (RAID Level 0)

RAID 0 provides a high level of disk /O performance without fault tolerance. RAID 0 does not have a minimum hard drive requirement.

Disk write cache: | Enabled v |

Pool encrypt

¥ Enable

Enter encrypt key:

Re-enter encrypt key:

Auto unlock: I

Encryption key rules

Case sensitive, 8-16 characters lang.
Blank is not allowed. Alphanumeric plus symbols (@#5%" &*()_+=7).

Select physical disks

O ‘ siot ‘ size (GB) ‘ status ‘ Health ‘ Usage ‘ $SD ‘ Vendor | Rate
@ 3 5580 Online Unknown Free disk No SEAGATE SATAE.0 Gbit
0 5589 Online Good Free disk No SEAGATE SATAG6.0 Gbit

e

8. At the confirmation message, click Apply button.

Pools > Confirm

Pool name: RS

RAID level: RAID O

RAID cell: 1

Number of spare: i}

Setup home directory: Mo

Encrypt pool: Enabled

Auto unlock: Enabled

Disk write cache: Enabled

Select physical disks: (Local: 3)
Back Apply

Take an example of set the disk properties and dedicated spare disk.

1. Dedicated spare disk is applied to specific storage pool. Make sure you have free hard drives

for this. Click Edit icon in Action column.
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Set disks properties

Pool name: RS

Write cache: |Enabled

Set auto unlock

Auto unlock: |

Dedicated spare:

Slot No. Size (GB) Status Health Usage 55D Vendor Rate
i 4 1863 Online Unknown Free disk No SEAGATE SATA 6.0 Ghit
Back | Apply | Reset

2. Enable or disable the properties of write cache.
3. Select the free disk to use as dedicated spare disk for this pool.

4. Click Apply button.

Take an example of expand the pool.

1. Make sure you have free hard drives for this. Click Expand icon in Action column.

2. Pool name can’t be changed since this is to expand the current pool, not creating a new pool.
Select the RAID level and physical disks, and the click Next button.

3. At the confirmation message, click Apply button.

4.  You may see that the capacity of Pool becomes larger. In the RAID set slot column, it shows

the RAID set members of the pool.

The following sections are to manage volumes for file system, if you want to start to use block

service, you can skip those and jump to Block Services and Configurations.

Manage Volumes

The Storage management -> Volumes option provides various functions to manage storage
volumes. This is for file level access and folder sharing which is used with data services such as CIFS,

NFS, AFP, FTP, and WebDAV.
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Volumes

(@ Create [ Delete

Name |Pool Quota (GB) Reserved (GB)|Used (GB)|Block size|Compression| Sync. |Copy # Snapshot limit| Snapshot #| Schedule | Original| Action

UserHome a MNone Mong 1 64K Zero reclaim  Standard 32 e rd
a a 10 10 152 G4K Disabled  Standard 32 e rall
fs a 1024 1024 0 G4K Disabled  Standard 32 e rall
rsync_targ  a 100 100 0.01 G4k Disabled  Standard 3z IR o] 21
asd asd Nane Mane 0 G4K Disabled  Standard 32 e rall

This table shows the column descriptions.

Column Name Description
Name The volume name of the file system.
Pool The pool name of the volume.
Quota (GB) The quota of the volume.
Reserved (GB) Reserved capacity of the volume.
Used (GB) Used capacity of the volume.
Block size The block size of the volume.
Dedup The status of the deduplication.

(This option is only
visible when it
supports
deduplication.)

Compression

The status of the compression.

Sync. The status of the sync.

Copy # The number of the copies.

Snapshot limit The number of the maximum snapshots.
Snapshot # The number of the snapshots

Schedule The status of the schedule.

Original The original volume of the clone.

The options are available in this tab:

. Create: Create a volume.

o Delete: Delete the selected volumes.

The option is available in the Snapshot# column:

. View snapshot: list all the snapshots of the volume.

The options are available in the Action column:

. Edit: Edit the volume settings.

o Delete: Delete the volume.

Take an example of creating a volume.

1. Click Create button.
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Volumes > Create

Name:

Poal: a v

Froperty: Thin provisioning

Compression * Disable '/ Zero reclaim ‘' Generic zero reclaim '~ Enable
Sync. Disable '® Standard - Always

Number of data copies: ® one U Two ) Three

Block size: 64K v

Size: 4035/|CGB ¥

Snapshot limit: 32| Range: § ~ 4006.

DN T T

Enter a Name for the volume.

Use the drop-down list to select a Pool.

Select Property, Compression type, Sync, and Number of data copies.
Use the drop-down list to select a Block size.

Enter the Size for the volume.

Enter a Snapshot limit for snapshot usage.

© N o ok~ W N

Click Apply button.

>, TP
L% “Compression” options:

. Disabled: No compression at all. Default value.

. Zero Reclaim: When the data block contains all zeros, no physical space
will be consumed. The block will be marked specifically.

. Generic Zero Reclaim: This is Qsan patent filing technology that will

reclaim data blocks with special patterns such as all 0’s, all 1’s.
Theoretically, it will have better storage efficiency.

. Enabled: This will always enable lossless data compression function using
LZJB algorithm.

>, TP

L% “Sync” means synchronous 1/0, which is similar to the definition of write-
through. Synchronous 1/0 is that every file system transaction is written and
flushed to stable storage devices by a system call return. The application needs
to wait for the physical data update completion before it could issue another
command. Latency will be longer and performance will suffer.

If you don’t know how to use this setting, please leave it as default.

. Disabled: All write commands become asynchronous. It will ignore the
synchronous transaction demands of applications such as database or
NFS.

. Standard: The default value. It depends on the applications.

. Always: All write commands become synchronous even if the application
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issues asynchronous transactions.

The “Sync” option will be grey out if “volume” is selected instead of file system.
This is because synchronous write function is not supported in iSCSI block access
for the time being.

TIP
~ v
l% “Number of data copies” in Create File System or Volume Ul is used to create
mirroring of data to avoid data corruption. When the original file corrupts, the
system will use the extra “copy” to recover the corrupt file.

The value of two means that when you copy a 10MB file, it will take up 20MB
space. The value of three means that it will take up extra double space to store
the same data in the same storage pool.

Users will not be able to see the actual extra copies. They are controlled by the
file system.

The following sections are advanced storage options, if you want to start to use file service, you

can skip those and jump to File Services and Configurations.

Advanced Storage Technologies

Advanced storage technologies include:
. SSD Caching

. Thin Provisioning

. Deduplication

i Compression

SSD Caching

Traditionally, data are stored on the HDDs (Hard Disk Drives) and SSDs (Solid-State Drives) are
mainly used for mission-critical applications that demand high-speed storage systems. In recent
years, the capacity of HDDs has increased, but their random input/output (I/0) has not kept pace.
For some applications such as web commerce, clouds, and virtualization that require both high

capacity and performance, HDDs, though capacious, simply are not fast enough.

SSD caching technology leverages the strengths of both HDDs and SSDs, to cost-effectively meet
the capacity and performance requirements of enterprise applications. Data are stored on HDDs
while SSDs serve as an extended cache for many I/O operations. A single chassis, therefore, can

provide both the capacity and economy of HDDs and the blistering performance of SSDs.
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1. Reads are far more common than writes in the production environment.
2. Theinferior speeds of HDD reads cause performance bottlenecks.
3.  The size of repeatedly accessed data is smaller than the capacity of the SSD cache.

The Storage management -> Pools -> SSD caching option provides functions to manage SSD

caching disks of the pool.

SSD caching
Pool name Read cache disk Write cache Action
a E
asd E F
This table shows the column descriptions.
Column Name Description
Pool name The pool name.
Read cache disk The slots of read cache disks.
Write cache The slots of write cache disks.
The options are available in the Action column:
. Pool read cache: Manage read cache disks.
. Pool write cache: Manage write cache disks.
Take an example to set read cache.
1. Make sure you have added proper SSD drives to the system.
2. Click Pool read cache icon.
3. Select the SSD drive(s) you want to use for read cache.
4. Click Apply button.
SSD caching > Pool read cache
Pool read cache
Fool name: R1
Select physical disks
4 | Enclosure ‘ slot | size (GB) ‘ Status ‘ Health ‘ Usage ‘ $SD ‘ Vendor Rate
a Local 22 186 Online Unknown Free disk Yes Intel SATAG.0 Gbit
v Local 23 745 Online Unknown Free disk Yes  INTEL SATAG.0 Gbit
I T

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.

55




Qsan Document — User Manual (%Qsan

5. Repeat step 1~4 to set the write cache. The write cache can be set as RAID 0 or RAID 1.

P TIP:
- y :
PA Only SSD drives can be used as SSD cache, which includes read cache (L2ARC)
and write cache (ZIL, ZFS Intent Log).

U TIP:
~ / .
A All the file systems and volumes created inside the pool can benefit from the
addition of SSD cache.

Thin Provisioning

Nowadays thin provisioning is a hot topic people talk about in IT management and storage
industry. To make contrast to thin provisioning, it naturally brings to our minds with the opposite
term - fat provisioning, which is the traditional way IT administrators allocate storage space to
each logical volume that is used by an application or a group of users. When it comes to the point
to decide how much space a logical volume requires for three years or for the lifetime of an
application, it's really hard to make the prediction correctly and precisely. To avoid the complexity
of adding more space to the volumes frequently, IT administrators might as well allocate more
storage space to each logical volume than it needs in the beginning. This is why it's called "fat"
provisioning. Usually it turns out that a lot of free space is sitting around idle. This stranded
capacity is wasted, which equals to waste of investment and inefficiency. Various studies indicate
that as much as 75% of the storage capacity in small and medium enterprises or large data centers

is allocated but unused. And this is where thin provisioning kicks in.

Actual data

Volume A :
I:I Physical space
Available space
Volume B I:I P
Whole
System

Traditional Fat Provisioning

Thin provisioning sometimes is known as just-in-time capacity or over allocation. As the term
explains itself, it provides storage space by requests dynamically. Thin provisioning presents more
storage space to the hosts or servers connecting to the storage system than is actually available on
the storage system. Put it in another way. Thin provisioning allocates storage space that may or

may not exist. The whole idea is actually another way of virtualization. Virtualization is always
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about a logical pool of physical assets and provides better utilization over those assets. Here the

virtualization mechanism behind thin provisioning is storage pool. The capacity of the storage pool

is shared by all volumes. When write requests come in, the space will be drawn dynamically from

this storage pool to meet the needs.

Volume B

Whole
System

L

The following are the thin provision features:

vDisks not purchased

Qsan Thin Provisioning

. Dynamic allocating space to store user data.

. Applied to both volume and iSCSI LUN.

. Remove stranded or reserved-but-unused capacity. Improve storage efficiency.

Actual

Physical space

Available space

Thin provisioning space

The Storage management -> Thin provisioning option provides to list status of thin provisioning.

Name
RO-1
RO-2
RO-3
RO-4
R1-1
R1-2
R1-3
R1-4
R5-1
R5-2
RE-3
RE-4
RE-1
RE-2
RE-3
RE-4

Thin provisioning

Type
Valume
Valume

iISCSILUN
iISCSILUN
Volume
Volume
iSCSILUN
ISCSILUN
Volume
Volume
ISCSILUN
ISCSILUN
Valume
Valume
ISCSILUN
ISCSILUN

Pool
RO
RO
RO
RO
R1
R1
R1
R1
RE
RE&
RS
RE
RE
RE
RE
RE

Thin provisioning

8§885858588888888888

Guota (GB)
1000
1000
1000
300
400
420
200
100

140503
1495.03
700
700
1996.79
1996.79
1000
700

A A AR AR AR AR AR AR

Action

This table shows the column descriptions.

Column Name

Description

Name

The volume name or LUN name.
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Type Volume or iSCSI LUN.
Pool The pool name.
Thin provisioning The status of thin provisioning:

. On: enable thin provisioning.
. Off: disable thin provisioning.

Quota (GB) Volume of iSCSI LUN quota space. If thin provisioning is enabled, it
displays None.

The options are available in the Action column:

. Edit: Edit thin provisioning setting.

Edit thin provisioning

Mame: RORO-2

Thin provisioning: [

| 1000|[GB ¥ |

How to use thin provisioning?

1. Create a volume or iSCSI LUN with thin provisioning turned ON. The Volume Size (Quota)
option will be grey out. Because the upper size limit is the available size of the storage pool,

there is no quota size or reserved size.

Thin provisioning

Name ‘ Type | Pool ‘ Thin provisioning Quota (GB) Action

UserHome Volume 1 on None rs

1 Volume t On None rs

222 ISCSILUN t1 On 123 rs

13333 ISCSILUN t1 off 123 rs

testLUN ISCSILUN t1 On 10775 4

tim ISCSILUN t1 On 2 rs

vol ISCSILUN t Off 10 rs

vol2 ISCSILUN t On 20 7

LUNs
@ Create [ Delete

Name ‘ Poﬂl‘ Quota (GB) ‘ Reserved (GB) ‘ Used (GB) | Block size ‘ Compression | Sync. ‘ Copy # | limit # | | Original ‘ Action
222 t1 123 Naone 0 64K Disabled Standard 1 32 1o - - #1
3333 1 123 123 0 G4K Disabled Standard 1 2 (Fc] - - #1

testLUN  t1 None ] 64K Disabled Standard 1 32 1o - - 21
im t1 2 None ] 64K Enabled Standard 1 32 1o - - 21
vol t1 10 10 ] 64K Disabled Standard 1 32 1o - - 21
vol2 t1 20 None ] 64K Disabled Standard 1 32 1o - - 21
Volumes

@ create [ Delste

Name ‘ Pool‘ Quota (GB) Reserved (GB) ‘ Used (GB) ‘ Block size Compression ‘ Sync. Copy # | limit # ‘ ‘ Qriginal ‘ Action
R1 t1 Naone Naong 0 64K Disabled Standard 1 32 1o - - #1
UserHome 11 Nane Nane 1 G4K Zero reclaim Standard 1 32 1o - - V4
backup t None None 978 B4K Disabled Standard 1 32 20 - - rd m]
1 t None None 19.53 B4K Disabled Standard 1 32 20 - - rd m]
test t1 None ] 64K Disabled Standard 1 32 1o - - 21
testsinbad t1 100 100 1] 512 bytes Disabled Standard 1 32 iX o] - - rd '[||]
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2. Check the network drive property. The size is the remaining pool size. So it’s dynamic.
3. Copy some files to the share. There is no pre-allocated space (reserved size). The used size

reflects just the exact amount of the files being copied.

Deduplication

Data deduplication is a specialized data technique for eliminating duplicate copies of repeating

data. This technique is used to improve storage utilization.

The following are the deduplication features:

. Inline, block level redundancy remover.

. Applied to both volume and iSCSI LUN.

. Dedup function can be turned on and off on the fly during 1/0.

. Deduplication size limit: dedup performance is highly dependent on the size of memory.
When the size limit has reached, deduplication function on all storage pools will be disabled

automatically and grey out.

Memory size Deduplication size limit
4GB 87GB
8GB 137GB
16GB 371GB
. Deduplication size limit can be removed by the following means:

° Per pool basis: Add read cache (L2ARC) using SSD drives.
° Per system basis: Add more memory to the system or delete deduplicated data to

release space.

The Storage management -> Deduplication option provides to list status of data deduplication.
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Deduplication
MName Type Pool Dedup ‘ Action
RO-1 Yolume RO cn rd
RO-2 Vaolume RO on #
RO-3 ISCSILUN RO On 4
RO-4 ISCSILUN RO On rd
R1-1 Yaolume R1 On rd
R1-2 Volume R1 On rd
R1-3 ISCSILUN R1 On rd
R1-4 iISCSILUN R1 on s
R5-1 Valume RS On rd
RE-2 Volume RS on rd
RE-3 iISCSILUN RS on s
R&-4 ISCSILUN RS Con rd
RE-1 Vaolume R& on 4
RE-2 Vaolume R& On rd
RE-3 ISCSILUN R& Con 4
R&-4 ISCSILUN R& Cn 4

This table shows the column descriptions.

Column Name Description
Name The volume name or LUN name.
Type Volume or iSCSI LUN.
Pool The pool name.
Dedup The status of deduplication:
. On: enable deduplication.

. Off: disable deduplication.

The options are available in the Action column:

. Edit: Edit deduplication setting.

Edit deduplication

MName: RO/RO-1

Deduplication: |##
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Compression

Compression is useful because it helps reduce data storage space. Because compressed data must
be decompressed to use, this extra processing imposes computational or other costs through

decompression.

The following are the compression features:

i Compression algorithm adopts LZJB.

. Applied to both volume and iSCSI LUN.

. Compression can be turned ON and OFF on the fly during I/0.

The Storage management -> Compression option provides to list status of data compression.

Compression
Name Type Pool Compression Action
RO-1 Valume RO Enabled rd
RO-2 Yolume RO Enabled &
RO-3 iISCSILUN RO Enabled rd
RO-4 iISCSILUN RO Enabled rd
R1-1 Yolume R1 Enabled &
R1-2 Yolume R1 Enabled &
R1-3 iISCSILUN R1 Enabled rd
R1-4 iISCSILUN R1 Enabled rd
RE-1 Yolume RS Enabled &
RE-2 Yolume RS Enabled &
R5-3 iISCSILUN R& Enabled rd
R5-4 ISCSILUN RE& Enabled rd
RE-1 Volume RE Enabled r 4
RE-2 Volume RE Enabled r 4
RE-3 ISCSILUN RE Enabled rd
RE-4 ISCSILUN RE Enabled rd

table shows the column descriptions.

Column Name Description
Name The volume name or LUN name.
Type Volume or iSCSI LUN.
Pool The pool name.
Compression The status of compression:
. Disabled: No compression at all. Default value.
. Zero Reclaim: When the data block contains all zeros, no physical
space will be consumed. The block will be marked specifically.
. Generic Zero Reclaim: This is Qsan patent filing technology that will

reclaim data blocks with special patterns such as all 0’s, all 1’s.
Theoretically, it will have better storage efficiency.

. Enabled: This will always enable lossless data compression function
using LZJB algorithm.On: enable deduplication.

The options are available in the Action column:
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. Edit: Edit compression setting.

SQsan

Mame:

Compression:

Edit compression

RO/RD-1

‘' Disahble
' Fero reclaim
' Zeneric zero reclaim

'® Enahble

How to use compression with shares?

1. For example, create a file system of 20MB with compression turned ON.

2. Map the share in Windows as a network drive. And check the drive property.

&7 SHAREDQ (', 192.168.100.51) ():) Properties

General ISecurityI Previous Versionsl Quotal Customizel

-

J—.}‘, Sharel0

Type: Netwark Drive
File systern:  NTFS

131,072 bytes 128 KB
20,340,443 bytez 138 MB

[l Used space:
. Free space:

Capacity: 20,971,520 bytes 200 MB

Drive 3

Ok I Cancel

3. Copy several bitmap files that are over the size of 20MB.
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¥ Favorkes Al wame Date modfied Type | siee | |

B Deskiop
4 Downloads

£l Recent Places

4 Libraries
3 Documents
& Music
= Pictures 8 Files, 0 Folders

E Videos *

Type: Al of bype Bitmap image

General | Details |

1% Computer
&, Local Disk (C3) Location: Allin Qi
(o New Volume (E:)
s RamDisk (F:)
5 555 (1,192,168, 100,51) (Fi) Size ondisk: 32,9 MB (34,562,045 bytes)
¥ SHAREQQD) (11192, 168,100,517 (O}
9 robert (44192, 168.10.Tiathersitma) (x:) attributes [~ Read-anly
8 target {14192, 168.10.6\releass) (V1) ™ Hidden
(Ca Secure-DRAM (21 ¥ archive

Size: 32,9 MB (34,560,432 bytes)

=
& 2 itemns selected Date modified: 10/24/2012 7:42 PM
- Dimensions: 1600 x 900 Dake cre

€l Metwork

3 itemns
[
(ETFS TOUTT

4. Check the network drive property again. The actual space taken is less than 20MB, which

means Compression is functioning.

92.168.100.51) (Q:) Properties

General |Security| Prewvious \-"ersionsl Quotal Customize:

- Share0
&

Type: Network Drive
File spstem: ~ MNTFS

. Used space: 4,718,552 bytes 4,50 MB

. Free space: 16,252,928 bytes 15.5 MB

Capacity: 20,971,520 bytes 20.0 B
Drive O:

ITI Cancel Apply
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Data Services and Configurations
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This chapter describes the data services. It includes the following sections:

File Services and Configurations

Block Services and Configurations

File Services and Configurations

File services include:

Windows File Service (CIFS Service)

Mac OS File Service (AFP Service)

NFS Service
FTP Service
WebDAV Service

Windows File Service (CIFS Service)

The CIFS (Common Internet File System) option is used to setup CIFS protocol. The CIFS is a network

protocol that offers file services for Windows computers. We provide CIFS capability without the

need for a Windows server in the network. Starting this service will open the following ports on the

system:

TCP 139 (smbd)
TCP 445 (smbd)
UDP 137 (nmbd)
UDP 138 (nmbd)

The Privilege setting -> File services -> Windows option provides to enable CIFS service and the

configurations.
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Windows file service

CIFS service: * Enable Disable
Server description: Samba Server
‘Warkgroup: KEWVINZO12

WINS server! IP address:

WINS server2 IP address:

Local master browser: Enable ® Disable
SMB encryption (for SMB 3.0): * Enable Disable
" Note:

Access auditing: #| Create folder #| Create file #| Open folder
#| Open file #| Rename folderfile  # Write file
¥ Delete folder ¥ Delete file

Enabling SME encryption supports end-to-end encryption of SME data in flight.
It protects data from eavesdropping/snooping attacks on untrusted networks.

After enabling SMB encryption, each share can be configured by enabling 'Encrypt CIFS data connection' in 'Create/Edit sha
re folder'.
The performance will be degraded by enabling SMB encryption.

If the client does not support SMB 3.0, it will get "Access Denied' errors. Disabling SMB encryption will disable all 'Encrypt CI
FS data connection’.

B T

The options are available in this tab:

CIFS service: Enable or disable CIFS service.

Server description: Enter the description for the service. Maximum length is 256 characters..
Workgroup: Enter the workgroup name. Maximum length is 16 characters.

WINS serverl/2 IP address: WINS Server IP Address. Default is empty. If it’s empty, the
name resolution priority is DNS only. Otherwise, the name resolution priority is WINS server
first, and then DNS.

Local Master Browser: Enable local master browser if you cannot see the server via network
neighborhood.

SMB Encryption (for SMB 3.0): Enabling SMB Encryption supports end-to-end encryption of
SMB data in flight. It protects data from eavesdropping/snooping attacks on untrusted
networks. After enabling SMB Encryption, each share can be configured by enabling 'Encrypt
CIFS data connection' in 'Create/Edit share folder'. The performance will be degraded by
enabling SMB Encryption. If the client does not support SMB 3.0, it will get 'Access Denied'
errors. Disabling SMB Encryption will disable all 'Encrypt CIFS data connection'..

Access auditing: Check the boxes to log the user behaviors. They can be monitored in

Monitor -> Log center -> Service logs page.

When it is done, click Apply button.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.

65



Qsan Document — User Manual %Qsan

CAUTION:
Enabling access auditing may reduce the performance.

Mac OS File Service (AFP Service)

The AFP (Apple Filing Protocol) option is used to setup AFP protocol. The AFP is a network protocol
that offers file sharing services for Mac computers.

Starting this service will open the following ports on the system:

. TCP 548 (afpd)

J TCP 4799 (cnid_metadata)

. UDP 5353 and a random UDP port (avahi).

The Privilege setting -> File services -> Mac OS option provides to enable AFT service and the

configurations.

Mac file service

AFP service: ® Enable Disable

T T

The options are available in this tab:

o AFP service: Enable or disable AFP service.

Enable or Disable the AFP protocol, and then click Apply button.

NFS Service

The NFS (Network File System) option is used to setup NFS protocol. NFS is a protocol for sharing
files and directories on a network among Linux machines and Unix machines.

Starting this service will open the following ports on the system:

. TCP 111 (rpcbind)

. TCP 2049 (nfsd)

o UDP 111 (rpcbind)

. Additionally, mountd and rpcbind will each bind to a randomly available UDP port.

The Privilege setting -> File services -> NFS option provides to enable NFS service and the

configurations.
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NF S file service

MFSv4 domain:

NFS service: ® Enable Disable

The options are available in this tab:

. NFS service: Enable or disable NFS service.

Apply

. NFSv4 domain: Enter the NFS domain. Maximum length is 32 characters. If you are using

NFSv4 protocol, please make sure NFSv4 domain is provided in order to have ID mapping

function working correctly.

When it is done, click Apply button.

FTP Service

The FTP (File Transfer Protocol) option is used to setup FTP protocol. It allows you to configure the

FTP server so that users can browse and download data using their web browser or FTP client

software. FTP is easy to use and it is cross-platform. All major operating systems have FTP client

function.

The Privilege setting -> File services -> FTP option provides to enable FTP service and the

configurations.

FTP/IFTPS/SFTP file service

FTP service: ® Enable Disable
Login banner: ‘Welcome to FTP server
Clients: 32

Caonnections: 32

Login attempts: 3

Timeout: G0 v

Minimum passive port: 40152

Maximum passive port: §5534

Upload bandwidth (KB/s): o

Download bandwidth (KBis): 0

FTP port number: 21

SFTP port number: 22

oo

The options are available in this tab:

i FTP service: Enable or disable FTP service.

. Login banner: Enter the login banner for the service. Maximum length is 256 characters..
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o Clients: The maximum number of simultaneous clients, range is 1 ~ 4096.

. Connections: The maximum number of connections per IP address, range is 1 ~ 32.

. Login attempts: The maximum number of attempts before client is disconnected, range is 3
~32.

. Timeout: The maximum client idle time in seconds before client is disconnected, valid values
are 30, 60, 300, 600, 1800, 3600 seconds.

i Minimum passive port: The minimum passive port, range is 1024 ~ 65535.

i Maximum passive port: The minimum passive port, range is 1024 ~ 65535.

. Upload bandwidth (KB/s): The upload bandwidth, in KB/s, 0 is unlimited.

. Download bandwidth (KB/s): The download bandwidth, in KB/s, O is unlimited.

. FTP port number: The port number of FTP.

. SFTP port number: The port number of Secure FTP.

When it is done, click Apply button.

WebDAYV Service

The WebDAV (Web Distributed Authoring and Versioning) option is used to setup WebDAV
protocol. It is an extension of HTTP v1.1 protocol that allows users to manage files across different
operating system platforms. Starting this service will open the following ports on the Qsan unified
storage system:

. TCP 80 (http)

. TCP 443 (https)

The Privilege setting -> File services -> WebDAV option provides to enable WebDAV service and

the configurations.

WebDAV file service

WebDAY service: * Enable Disable
WebDAY port number: 50000
WebDAVS port number: 50005

TS
The options are available in this tab:

. WebDAV service: Enable or disable WebDAYV service.

. WebDAV port number: The port number of WebDA, range is 1 ~ 65535.

. WebDAVS port number: The port number of WebDAVS, range is 1 ~ 65535.
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When it is done, click Apply button.

Manage Shared Folders

The Privilege setting -> Share folders option provides to manage the permission of the shared file

systems.

Share

@ Create share folder @ Create share WebDAV

Pool Volume Path CIFS name NFS name AFP name FTP name WebDAV name Action
al RO-1 RO-1 BOW
RO RO-2 RO-2 RO
R1 Ri-1 Ri-1 RGm
Ri Ri2 Ri-2 RGMm
RS RS-1 RS-1 BGm
RS RS2 RS-2 BGMm
RS RE-2 RE-2 RGMm
RE RE-1 RE-1 BGm
RS R56 RS-6 RS

R10 R104 RAD-1 B

R10 R10-2 R1D-2 RGMm

This table shows the column descriptions.

Column Name Description
Pool The pool name of the shared folder.
Volume The volume name of the shared folder.
Path Share directory.

CIFS name Share name for CIFS.
NFS name Share name for NFS.
AFP name Share name for AFP.
FTP name Share name for FTP.

WebDAV name Share name for WebDAV.

The options are available in this tab:
o Create share folder: Create a share folder for CIFS, NFS, AFP, and FTP.
. Create share WebDAV: Create a share folder for WebDAV.

The options are available in the Action column:
o Edit share folder: Edit the shared folder for CIFS, NFS, AFP, and FTP.
. Edit share WebDAV: Edit the shared folder for WebDAV.

o Delete: Delete the shared folder.

Take an example of creating a share folder.

1. Click Create share folder button.
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Share > Create share folder

Folder

Pool
Volume:

Share

Share services: ¥ ciFs # NFs ¥ aFP ¥ FTP

Share name: rsync_targ
CIFS share setting

ACL support: ) Yas ® pNg
[ Note:

ACL is applied to CIFS only, other data service will not support ACL.

) Anonymous access

NF § access control rules

I Root squash O 1Pv4 [131 v
[ Async write O 1pve [n27 v
'~/ Host name

'~/ Domain

'® Every one

Delete

[ Note:
To access via NFSv3, please access via /Infs-share/

To access via NFSv4, please access via |

[ Example:

IPv4: Allow access to any machine in a Local Area Network defined by subnet mask. Please provide a valid IP in the subnet and choose the correct
subnet mask. (like 192.168.20.6 subnet mask 255.255.255.0).

IPvG: The same as IPv4 above but in IPvG format.
Host Name: A valid IP address (like 192.168.10.12) or a DN S-recognized name (like Server1 or MyPC2) or an FQDN name (like hostname.domain.com).
Domain: Domain suffix (like mydomain.com or linux.org).

Every one: Allow access to anyone.

Users and groups

Local user / Local group ¥

SQsan

D —T

Name ~ | ' Denied ‘ ' Read-only ' ReadMrite
admin -
mike [}
sap ]

Name ~ ‘ ‘-‘M| ' Readonly | ' ReadWrite
Administrator_Group O]
User_Group [}
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2. Use the drop-down list to select a Pool and Volume.

3. Click the check box to share the folder by CIFS, NFS, AFP, FTP protocols.

4. If select CIFS protocol, it can enable ACL support (Access Control List), Encrypt CIFS data
connection, and Anonymous access.

5. If select NFS protocol, it has to set the NFS access control rules. Use Create button to add

the rules and Delete button to delete them.

>, TP
l% NFS access control rules:
. Root squash: Uncheck this to use no_root_squash setting.
. Async write: Check this to use asynchronous write function. The

performance will be better than synchronous write.

. Read only and Read/Write: Set the read/write permission.

d IPv4: Allow a group of computers that are in a certain IP range to access
the share.

° The number (1~31) in the drop down list represent the network
mask value. It stands for the total number of binary “1” in the
network mask. For example, a network mask of 255.255.0.0 in
binary form will become 11111111.11111111.0.0. So number 16 will
stand for a network mask of 255.255.0.0.

° Simply provide a valid IP address within your destination range.

. IPv6: Same meaning as IPv4 above. Instead it accepts IPv6 address only.

. Hostname: Use this option to specify a specific computer for access. There
are 3 forms allowed. Putting in an invalid form or value will cause 10 error
or inability to access the share. Please be careful.

° Avalid IP address

° A DNS recognized name : the system name or machine name

° FQDN name : Fully Qualified Domain Name

. Domain: Use this option if you want to allow all the computers in a certain
network domain to have access to the share.

. Everyone: Allow access to computers from all kinds of IP addresses.

CAUTION:

Please be aware that users will have only read permission to their own home
directory shares using NFS service. This is due to security purpose and the
nature of NFS protocol. This is to avoid that a user uses a matching UID to
access someone else home directory.

6. Select the permission of the Users and groups. And check the radio box for Denied, Read-
only or Read/Write.
7. Click Apply button.

Take an example of creating a share folder.

1. Click Create share WebDAYV button.
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Share > Create share WebDAV

Folder
Pool: |E|
Wolume: |W|
WebDAV
[#! Enable
Share name: |rsync_targ
Access right: ') Read-only '® Read/Write
Users: [Local user |
e sean
J | Name ~
|« admin
(] mike

J sqp

N oo

2. Use the drop-down list to select a Pool and Volume.
3. Click the check box to share the folder by WebDAV protocol.
4, Enter a share name.
5. Select the Access right for Read-only or Read/Write. And then select the users.
6. Click Apply button.
Explorer

The Privilege setting -> Explorer option provides a simple file explorer to browse the whole

storage pool structure.
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Explorer
)| Forward
4 [z Pools fa
[ E Name Size Type Date Action
a [ asd 2 UserHome Valume 2
E@® asd =l a Valume 2
= fs Volume 2
[ rsync_targ Volume 2

The options are available in this tab:
. Forward: Forward to the previous folder.

. Create folder: Create a folder on the volume.

The option is available in the Action column:

Search files: Search the user-specified file in the pool. If it is found, the path will be displayed.

So user can locate the file more easily.

Take an example of creating a folder.

1. Click Create folder button.

Explorer > Create folder
Pool:
Wolume: e5f
Path

Folder name: I

Back | Apply | Reset
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2. Enter a folder name.

3. Click Apply button.

Take an example of searching the files.

1. Click Search icon.

Explorer > Search files
Loak for: .

Search area

® Current path: Pool: RO
Volume: RO-2
Path:
Selected pool: RO v
All poal

) Case sensitive

Search results

BN D D

“uxn

Enter a file name which wants to be searched. It can use wildcard
Select the Search area, current path, selected pool, or all pool.
Check the Case sensitive box if case sensitive.

Click Apply button.

o U o w N

The results will be displayed in the Search results area.

Online Connections for File Service

The Dashboard -> Online connections -> File service option provides the current connections of

the file service.

Online users

Login Date Login Time ‘ User | Client Service
Mon, Mar 23, 2015 15:05:34 admin 192.188.22.55(ipv4.192.168.22.55:60454) CIFS
Mon, Mar 23, 2015 15:13:10 admin 192.168.130.2(ipv4.192.168.138.2:60835) CIFS
Mon, Mar 23, 2015 15:05:33 admin 192.168.22.55(ipv4.192.168.22.55:60453) CIFS
Mon, Mar 23, 2015 15:05:33 admin 192.168.22.55(ipv4.192.168.22.55:604582) CIFS
Mon, Mar 23, 2015 15:05:34 admin 192.168.22.55(ipv4.192.168.22.55:60455) CIFS
Mon, Mar 23, 2015 10:5%:17 admin 1592 168 23 1(ipv4:192 168 23 1-58267) CIFS
Mon, Mar 23, 2015 15:13:10 admin 192.168.22.55(1pv4:192.168.22.55:60824) CIFS
Mon, Mar 23, 2015 15:12:56 admin 192.188.22.55(ipv4.192.168.22.55:60821) CIFS

Fri, Mar 20, 2015 16:36:40 admin 182.168.139.197(ipv4.192.168.138.187.51760) CIFS
Mon, Mar 23, 2015 15:02:04 admin 182.168.114.14 55H
Mon, Mar 23, 2015 13:33:59 admin 192 168.139.197 55H

This table shows the available options and their descriptions.
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Column Name

Description

Login Date

The login date of the connection.

Login Time

The login time of the connection.

User

The connection user.

Client

The client information of the connection.

Service

The connection service.

Block Services and Configurations

Block services include:

. iSCSI Service

. Fibre Channel Service (U300-F30 series)

iSCSI Concept

iSCSI (Internet SCSI)

is a protocol which encapsulates SCSI (Small Computer System Interface)

commands and data in TCP/IP packets for linking storage devices with servers over common IP

infrastructures. iSCSI provides high performance SANs over standard IP networks like LAN, WAN or

the Internet.

IP SANs are true SANs (Storage Area Networks) which allow several servers to attach to an infinite

number of storage volumes by using iSCSI over TCP/IP networks. IP SANs can scale the storage

capacity with any type and brand of storage system. In addition, it can be used by any type of

network (Ethernet, Fast Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet) and combination of

operating systems (Microsoft Windows, Linux, Solaris, Mac, etc.) within the SAN network. IP-SANs

also include mechanisms for security, data replication, multi-path and high availability.
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Host 2
Host 1 (initiator)
(initiator) iSCSI
NIC HBA

iSCSI device 1 (target) iSCSI device 2 (target)

Storage protocol, such as iSCSI, has “two ends” in the connection. These ends are initiator and
target. In iSCSI, we call them iSCSI initiator and iSCSI target. The iSCSI initiator requests or initiates
any iSCSI communication. It requests all SCSI operations like read or write. An initiator is usually

located on the host side (either an iSCSI HBA or iSCSI SW initiator).

The target is the storage device itself or an appliance which controls and serves volumes or virtual
volumes. The target is the device which performs SCSI command or bridge to an attached storage

device.

iSCSI Entity and iSCSI target

The Storage management -> iSCSI -> General setting option provides to setup iSCSI entity, iSNS
(Internet Storage Name Service) IP address, and iSCSI target. iSCSI is a protocol standard that allows
the consolidation of storage data. iSCSI allows the system to act like a storage area network (SAN)
over an existing Ethernet network. Specifically, it exports disk devices over an Ethernet network

that iSCSI clients (called initiators) can attach to and mount.

iSCSI entity
The entity name is for a device or gateway that is accessible from the network
Entity name: ign.2004-05.com.gsantechnelogy:u300-p21-fff266c40
iSNS IP: I
Apply

Enter the iSNS IP if necessary, and then click Apply button.

The following displays the iSCSI targets.
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iSCSI target

[s] Authentication Node name Portal | modify

192.168.139.15:3260
182.168.22.7:3260
192.168.22.8:3260
182.168.22.9:3260
0 None ign.2004-08.com y:u300-p21-fff 40:devl 182.168.22.10:3260 s : rs
182.168.22.11:3260

182.168.22.12:3260
182 166.23 22:3260
182.168.23.32:3260
192.168.139.15:3260
182.168.22.7:3260
192 163 22 8:3260
182.165.22.8:3260
1 None iqn.2004-08.com y-u300-p21-fff :40:dev 192.168.22.10:3260 := = rd
182.168.22.11:3260

192 16822 12:3260
182.168.23.22:3260
1982.168.23.33:3260

192.168.139.15:3260
182.168.22.7:3260
182.165.22.8:3260
182.168.22.9:3260

2 None iqn.2004-08.com gsantechnologyu300-p21-fffa66e4D:dev2 152.165.22.10:3260 ] = rd

182.168.22.11:3260
182.168.22.12:3260
182.168.23.22:3260

182 166.23 33:3260

The options are available in the Action column:

. Set properties: Set the authentication method of the iSCSI node.

iSCSI target > Set properties
Select the authentication method that you would like to use for this node.
MNode name: ign.2004-08.com.gsantechnology:u300-p20-fif866d40:devl

Authentication:

BT BT ST

CHAP (Challenge Handshake Authentication Protocol) is a strong authentication method
used in point-to-point for user login. It's a type of authentication in which the
authentication server sends the client a key to be used for encrypting the username and
password. CHAP enables the username and password to transmit in an encrypted form for

protection.

If you want to use CHAP authentication, select CHAP from the drop-down list, and then click

Apply button.

. Set user: Set the iSCSI CHAP users.
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iSCSI target > Set user

Selectthe CHAP user(s) that you would like to have access to this node. If you do not select a user then CHAP protection will not be
enabled on this node.

Node name:

iqn.2004-08.com.gsantechnology:u300-p20-ffe66d40:dev0

User
User name Selected user(s)
I sort I:l g, Search 1 sort
admin .

N T oo

Select the CHAP user(s) which will be used and click >> button. It can be more than one, but

it must be at least one for CHAP to work. When it’s done, click Apply button.

. Change network portal: Change the network portal of the iSCSI node.

iSCSI target > Change network portal
Selectthe network ports that you would like to be available for this iISCSI target.

MNode name: ign.2004-08 com.gsantechnology:u300-p20-ffa66d40:.devl

Change network portal: #1192 168.11.171:3260 ( LAN1, DHCP: No, Jumba frame: Disabled )
¥/ 102 168.12.172:3260 ( LAN2, DHCP: No, Jumba frame: Disablad }
¥ 102 168.11.173:3260 ( LAN3, DHCP: No, Jumba frame: Disablad }
¥ 192 168.12.174:3260 ( LAN4, DHCP: No, Jumba frame: Disabled )
¥/ 192 168.11.175:3260 ( LANS, DHCP: No, Jumba frame: Disabled )
¥/ 102 168.12.176:3260 ( LANG, DHCP: No, Jumba frame: Disabled }
¥ 102 168.11.177:3260 ( LANT, DHCP: No, Jumba frame: Disablad }
¥/ 192 168.112.111:3260 ( LANS, DHCP: No, Jumbo frame: Disabled )
¥ 192 168.112.6:3260 ( LAN9, DHGP: No, Jumbao frame: Disabled )

I BT oo

Check or uncheck the ports to enable or disable the network portals. When it’s done, click

Apply button.

The following sections are to introduce fibre channel, if you want to start to use block service, you

can skip those and jump to Manage LUNs.
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Fibre Channel Concept

Fibre channe started use primarily in the supercomputer field, but has become the standard

connection type for storage area networks (SAN) in enterprise storage.

Host 1 Host 2
(initiator) (initiator)
FC HBA FC HBA

FC device 1 (target) FC device 2 (target)

The target is the storage device itself or an appliance which controls and serves volumes or virtual
volumes. The target is the device which performs SCSI commands or bridges to an attached

storage device.

Fibre Channel Setting

The Storage management -> FC -> General setting option is used to view the fibre channel

information, and change the connection mode and link speed of FC.

Fibre channel

1[I clear all counters

Name Connection mode Data rate WWNN/WWPN Loss of signal Loss of sync Link failure Invalid CRC Link Action
. . WWHHM: 2000001378123B70

Port 1 Paint-to-Point 16 Gbfs WWPN: 2100001375123870 o o a 0 up & M

Pert 2 Loop & Gbis WWHHM: 2000001378123B70 a o a o v 2T

WWPN: 2200001 373123870

This table shows the column descriptions.

Column Name Description
Name Fibre channel port name.
Connection mode Point-to-Point or Loop mode.
Data rate 4 Gb/s, 8 Gb/s, or 16 Gb/s.
WWNN/WWPN World Wide Node Name / World Wide Port Name.
Loss of signal Loss of signal number.
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Loss of sync Loss of sync number.
Link failure Link failure number.
Invalid CRC The status of the sync.
Link Link up or link down.

The options are available in this tab:

. Clear all counters: Clear all counters of all fibre channels.
The options are available in the Action column:
. Configure port: Edit the LUN settings.

. Clear counters: Clear the counters of the selected fibre channel.

Take an example of configure port.

1. Click Configure port icon.

Port configuration

Port name: Port 1
Data rate: |16 Gh/s .
Connection mode: IPmn[-to-Pcint.

Back Apply I Resst

2. Select the Data rate and Connection mode.

3. Click Apply button.

D>, TIP:
l% Connection mode:

. Point-to-Point (FC-P2P): Two devices are connected directly to each
other. This is the simplest topology, with limited connectivity.

. Loop (Arbitrated Loop)(FC-AL): In this design, all devices are in a loop or
ring, similar to token ring networking. Adding or removing a device from
the loop causes all activity on the loop to be interrupted. The failure of
one device causes a break in the ring. Fibre Channel hubs exist to connect
multiple devices together and may bypass failed ports. A loop may also be
made by cabling each port to the next in a ring.

(* Reference from http://en.wikipedia.org/wiki/Fibre Channel)

Manage LUNs

The Storage management -> iSCSI /FC -> LUNs option provides various functions to manage LUNs.

This is for block level access which is used with iSCSI or FC target function.
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LUNs
(%) Create [[] Delete

Name | Pool | Quota (GB) | Reserved (GB) | Used (GB) Block size | Dedup ‘Compression Sync. Copy # | Snapshotlimit Snapshot#  Schedule | Original Action
RO-2 RO 1600 1600 4428 4K Off Dissbled Standard 1 32 20 Scheduled r ]I
RO-4 RO 1700 1700 628 B4K Off Enabled Standard 3 32 20 Scheduled 7 ']I

tt RD 100 Mone 0 B4K Off Disabled Standard 1 32 ol rd ]I
R1-2 R1 600 600 4368 4K Off Dissbled Standard 1 32 20O Scheduled V4 ]I
R1-4 R1 650 650 938 64K Off Enabled Standard 3 32 20 Scheduled r 4 ]I

R10-2 RI1D 2000 2000 033 64K Off Disabled Standard 3 32 R o] rd ]I
R104 R1D 2000 2000 0.19 84K Off Generic zero reclaim  Standard 3 32 e - rd ]I
R3-2 RS 3000 3000 75 4 Off Disabled Standard 1 32 320 Scheduled rd .JI
RS54 RS 2700 2700 146.18 B4K Off Generic zero reclaim Standard 3 32 20O Scheduled V4 ]I
RE-10 RE 2000 2000 B81.65 4 Off Zero reclaim Standard 1 32 K o] - 4 ]I
RE-2 RE& 2000 2000 B2.41 4K Off Disabled Standard 1 32 20 Scheduled rd ]I
RE4 RE 2100 2100 0.14 B4K Off Enabled Standard 3 32 20 Scheduled V4 ']I
RE-E R& 2000 2000 19.86 64K Off Enabled Standard 3 32 206 .I ]I
RE-T RE& 2000 2000 19.84 64K Off Enabled Standard 3 32 200 r 4 ]I
RE2 RS 2000 2000 24548 4 Off Enabled Standard 3 32 iR o] r 4 ]I
RES RS 2000 2000 B4.25 4K Off Generic zero reclasim  Standard 1 32 X o] rd ']I

This table shows the column descriptions.
Column Name Description
Name The LUN name.
Pool The pool name of the LUN.
Quota (GB) The quota of the LUN.
Reserved (GB) Reserved capacity of the LUN.
Used (GB) Used capacity of the LUN.
Block size The block size of the LUN.
Dedup The status of the deduplication.

(This option is only
visible when it
supports
deduplication.)

Compression

The status of the compression.

Sync. The status of the sync.

Copy # The number of the copies.

Snapshot limit The number of the maximum snapshots.
Snapshot # The number of the snapshots

Schedule The status of the schedule.

Original The original LUN of the clone.

The options are available in this tab:

. Create: Create a LUN.

o Delete: Delete the selected LUNs.

The option is available in the Snapshot# column:

. View snapshot: list all the snapshots of the LUN.

The options are available in the Action column:

. Edit: Edit the LUN settings.

o Delete: Delete the LUN.
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Take an example of creating a LUN.

1. Click Create button.

LUNs > Create
MName:

Foal:

Froperty:

Compression:

Block size:
Size:

Snapshot limit:

Number of data copies:

RO *
Thin provisioning Deduplication

* Disable Zero reclaim Generic zero reclaim Enable

* One Two Three
64K v
600/ GB v

32| Range: 8 ~40096.

© N o ok W N

Bl T ST

Enter a Name for the LUN.

Use the drop-down list to select a Pool.

Select Property, Compression type, Sync, and Number of data copies.
Use the drop-down list to select a Block size.

Enter the Size for the LUN.

Enter a Snapshot limit for snapshot usage.

Click Apply button.

- 2 TIP:
l% “Compression” options:

Disabled: No compression at all. Default value.

Zero Reclaim: When the data block contains all zeros, no physical space
will be consumed. The block will be marked specifically.

Generic Zero Reclaim: This is Qsan patent filing technology that will
reclaim data blocks with special patterns such as all 0’s, all 1’s.
Theoretically, it will have better storage efficiency.

Enabled: This will always enable lossless data compression function using
LZJB algorithm.

TIP
~ v
L% “Sync” means synchronous 1/0, which is similar to the definition of write-

through. Synchronous 1/0 is that every file system transaction is written and
flushed to stable storage devices by a system call return. The application needs
to wait for the physical data update completion before it could issue another
command. Latency will be longer and performance will suffer.

If you don’t know how to use this setting, please leave it as default.

Disabled: All write commands become asynchronous. It will ignore the
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synchronous transaction demands of applications such as database or

NFS.
. Standard: The default value. It depends on the applications.
. Always: All write commands become synchronous even if the application

issues asynchronous transactions.

The “Sync” option will be grey out if “volume” is selected instead of file system.
This is because synchronous write function is not supported in iSCSI block access
for the time being.

>N, TP

1% “Number of data copies” in Create File System or Volume Ul is used to create
mirroring of data to avoid data corruption. When the original file corrupts, the
system will use the extra “copy” to recover the corrupt file.

The value of two means that when you copy a 10MB file, it will take up 20MB
space. The value of three means that it will take up extra double space to store
the same data in the same storage pool.

Users will not be able to see the actual extra copies. They are controlled by the
file system.

LUN Mapping Configuration

The Storage management -> iSCSI /FC -> LUN option provide functions to setup LUN attach,

detach, or view the status of logical unit numbers.

Mapping

@ Attach

Select iISCSILUN:  |All Total: 10
Host Target Permission LUN Action
Er g 2000001378123870 Read/Write RO/RO-3 -
34 2000001378123670 Read/Write R1R1-3 L]
34 2000001378123670 Read/Write R5/RS-3 -
3F 2000D01378123870 Read/Write RE/RE-3 -
24 2000001378123B70 ReadWrite RO/RO-4 -
24 2000001378123870 Read/Write R1/R1-4 -
24 2000001378123670 Read/Write RS5/R5-4 -
24 2000001378123870 Read/Write RE/RE-4 -
24 2000001378123670 Read/Write R10/R10-3 -
24 2000D01378123870 Read/Write R10/R10-4 -

This table shows the column descriptions.

Column Name Description
Host Host summary.
Target The number of the target.
Permission The permission level:
J Read/Write.
. Read-only.
LUN The pool name/LUN name mapping to this.

Copyright@2004~2015 Qsan Technology, Inc. All Rights Reserved.
83



2@ Qsan Document — User Manual %Qsan

The option is available in this tab:

. Attach: Attach a logical unit number.

The option is available in the Host column:

. Host summary: Host summary for fibre channel.

The option is available in the Action column:

. LUN Detach: Detach a logical unit number.

Take an example of attaching an iSCSI LUN.
1. Click the Attach button.

Mapping > Attach

Pratocol: iscsl

ISCSILUN name: alAntony-1 ¥ | (Quota: 10 GB)
Target: o -

Permission: Read-only '® Read/\Write

D ST T

Select the iSCSI LUN name from the drop-down list.
Select the Target number from the drop-down list.

Select the Permission level.

vk N

Click Apply button.

Take an example of attaching a FC LUN.
1. Click the Attach button.
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Mapping > Attach

Protocol: fep

iSCSI LUN name: {Quota: 1600 GB)
Target
Permission: @] Read-only ® Read/\rits
Link reset: O ves ® Mo

Host O Default setting (%)

® custom setting

Please uncheck the hosts you want to remove.

A =]
100000108603CRER 10008CTCFF48A501
A ]
2100000E1E0SB576 21FDO0ZTF84E2134
[}

2100000E1E1243F0D

Please enter 16 hexadecimal digits for hosts.

e | appy | Reset

Select the FC LUN name from the drop-down list.
Select the Target number from the drop-down list.

Select the Permission level and Link reset.

v W

Select the Host access control with Default setting (*) or Custom setting which can be
checked by the system detected or enter by manually.

6. Click Apply button.

Online Connections for iSCSI Service

The Dashboard -> Online connections -> iSCSI service option provides the current connections of

the iSCSI service.

Online connections

No. Initiator name Initiator IP Target name InitialR2T | Immed. data | MaxOutR2T |MaxDataBurstlLen
1 iqn.1991-05.com.microsoft win-h4ktBumiSti  192.168.44.83 ign.2004-05.com.gsantechnology:u300-p10-fff366d30:devt Yes Yes 1 262144
2 ign.1991-05 com microsoft:win-hv8e18ipvg3 192.168.77.85 ign.2004-08.com gsantechnology-u300-p10-ff366d80:dev2 Yes Yes 1 282144
3 ign.1991-05.com.microseftwin-chguepSb8g0 192.168.77.88 ign.2004-08.com.gsantechnology:u300-p10-ff366d80:dev3 Yes Yes 1 262144
4 iqn.1991-05.com.microsoft-win-1tref23tb0b 192.168.55.27  ign.2004-08.com gsantechnology:u300-p10-fff866d80-dev4 Yes Yes 1 282144
5  ign.1991-05.com.microsoft:win-g7p&régrac8 192.168.66.85 ign.2004-08.com.gsantechnology:u300-p10-fff366d30:devs Yes Yes 1 282144
6 ign.1931-D5.com microsoft:win-sct0l44uh3e3 192168 77.84 ign.2004-08.com gsantechnology-u300-p10-fff366d80-deve Yes Yes 1 262144
7 ign.1991-05.com.microsoft:win-h2r63rehu20 192.168.44.84 ign.2004-08.com.gsantechnology:u300-p10-ff366d80:devT Yes Yes 1 262144
8 ign.1991-05.com.microsoft: win-3pfco60gpep 192.168.55.84 ign.2004-08.com.gsantechnology:u300-p10-fff366d30:devd Yes Yes 1 282144
9 iqn.1991-05 com microsoft-win-n5a3393857v 192.168.77.67 ign.2004-08.com gsantechnology-u300-p10-ff666d80:devs Yes Yes 1 262144
10  ign.1991-05.com.microsoft-win-kOvTlinpfbi  192.168.55.86 ign.2004-058.com.qsantechnology-u300-p10-fff366d30:deviD Yes Yes 1 262144

This table shows the available options and their descriptions.

Column Name Description
No.
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Initiator name It displays the host computer name.

Initiator IP It displays the IP address of the host computer.

Target name It displays the controller name.

InitialR2T InitialR2T (Initial Ready to Transfer) is used to turn off either the use of a

unidirectional R2T command or the output part of a bidirectional
command. The default value is Yes.

Immed.data Immed. data (Immediate Data) sets the support for immediate data
between the initiator and the target. Both must be set to the same setting.
The default value is Yes.

MaxOutR2T MaxDataOutR2T (Maximum Data Outstanding Ready to Transfer)
determines the maximum number of outstanding ready to transfer per
task. The default value is 1.

MaxDataBurstLen MaxDataBurstLen (Maximum Data Burst Length) determines the maximum
SCSI data payload. The default value is 256kb.
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Data Protections

This chapter describes the data protection methods. It includes the following sections:

o Snapshot
. Backup

. AntiVirus

Snapshot

Snapshot-on-the-box captures the instant state of data in the target volume in a logical sense. The
underlying logic is Copy-on-Write, moving out the data which would be written to certain location
where a write action occurs since the time of data capture. Rollback restores the data back to the
state of any time which was previously captured in case for any unfortunate reason it might be
(e.g. virus attack, data corruption, human errors and so on). Snapshot can only be applied to the

whole volume or LUN. It cannot be applied to specific shared folders.

Snapshot management

The Storage management -> Snapshots -> Snapshot management option provides functions to
manage snapshot activities such as take snapshot, rollback, clone, delete, or view the status of the

snapshots.

Snapshot
@ Take snapshot

Filter IAII . Total: 2800

Name Used (GB) Refer (GB) Create time Action
RO/RO-1@QRep-20150312-123508 003 0.04 Fri Mar 13 12:35 2015 | Lol m]
ROVRO-1@20150322-110002 00s 005 Sun Mar 22 11:00 2015 o= m]
RO/RO-1@20150322-120001 0.02 0.02 Sun Mar 22 12:00 2015 | Tal m]
RO/RO-1@20150322-130001 003 0.04 Sun Mar 22 13:00 2015 | ol m]
ROVRO-1@20150322-140001 00s 0.06 Sun Mar 22 14:00 2015 L | mI
RO/RO-1@20150322-150002 0.05 0.05 Sun Mar 22 15:00 2015 (| m]
RO/RO-1@20150322-160002 0.0 0.02 Sun Mar 22 16:00 2015 | Ll m]
ROVRO-1@20150322-170002 003 004 Sun Mar 22 17:00 2015 | Lol m]
RO/RO-1@20150322-180002 0.05 0.06 Sun Mar 22 18:00 2015 o1

This table shows the column descriptions.

Column Name Description

Name The snapshot name.
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Used (MB) The amount of snapshot space that has been used.
Refer (GB) The refer capacity of the volume or LUN.
Created time The time the snapshot is created.

The option is available in this tab:

. Take Snapshot: Take a snapshot.

The options are available in the Action column:
. Clone: Clone the volume or LUN.
. Rollback: Rollback the snapshot volume or LUN.

. Delete: Delete the snapshot volume or LUN.

Take an example of taking a snapshot.

1. Click the Take snapshot button.

Snapshot > Take snapshot

Waolumn/LUN name: RORO-1 v
e T
2. Use the drop-down list to select a Volume/LUN name.

3. Click Apply button.

Snapshot Schedule

The Storage management -> Snapshots -> Snapshot schedule option provides the functions to set

schedule snapshots.

Snapshot schedule

(&) Create
Name Schedule type Description Action
RO/RD-1 Scheduled Every 1 hour(s). rd ]]]]
RO/RD-2 Scheduled Every 1 hour(s). rd ]]]]
R1/R1-1 Scheduled Every 1 hour(s) rd ]]]]
R1/R1-2 Scheduled Every 1 hour(s). rd ]]]]
RO/RD-3 Scheduled Every 1 hour(s). rd ]]]]
RO/RD-4 Scheduled Every 1 hour(s). rd ]]]]
R1/R1-3 Scheduled Every 1 hour(s). 4 ]]]]
R1/R1-4 Scheduled Every 1 hour(s). rd ]]]]
RS/RS-1 Scheduled Every 1 hour(s) rd ]]]]
RS/RS-2 Scheduled Every 1 hour(s). rd ]]]]

This table shows the column descriptions.

Column Name Description
Name The snapshot name.
Schedule type Disabled or Scheduled.
Description Schedule details.
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The option is available in this tab:

. Create: Set the snapshot schedule.

The options are available in the Action column:
. Edit: Modify the schedule settings.

. Delete: Delete the schedule snapshot.

Take an example of setting a schedule snapshot.

1. Click the Create button.

SQsan

Snapshot schedule > Edit

Volumn/LUN name: RO/RO-1

) Disable ® Hourly ) Daily O Weekly

Evelel haur(s).
Start|0 v | minutes after the hour.

D oo
Snapshot schedule > Edit
VolumniLUN name: RO/R0-1
© Dpisable © Hourly ® Daily © Weekly
At[0 v |otclock.
Start minutes after the hour.
Every|  |dayis)
I T oo
Snapshot schedule > Edit
Volumn/LUN name: RO/RO-1
) Disable ) Hourly O Daily ® Weekly
At[D v |oclock.
Start|0 v | minutes after the hour.
Every|  |weekis).
7] Monday [ Tuesday ) wednesday
) Thursday [ Friday ) saturday
) sunday
[ Reset Back Aoply
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2. Select the radio box for Hourly, Daily or Weekly. According to the different schedule type,

input the proper parameters.

Backup services include:
i Rsync Service

. Replications

. Cloud Backup

Both replication service and cloud backup, Amazon S3 are applied to the whole volume or LUN,
which is the right next level to the storage pool. These services cannot be applied to a specific

shared folder, but rsync service can.

Rsync Service

Rsync is a famous file synchronization tool and file transfer program for Unix-like systems that
minimizes network data transfer by using a form of delta encoding. Starting this service will open
the following ports on the system:

. TCP 873 (rsync)

The Applications -> Backup server -> Rsync server option is used to setup rsync server.

Rsync server setting

Rsync server: * Enable Disable
Port number: 873

Bandwidth (kbis): 0

User name:

Password:

oo

The options are available in this tab:

. Rsync server: Enable or disable rsync server.

. Port number: The port number of rsync. Default is 873, range is 1 ~ 65535.

o Bandwidth (KB/s): The bandwidth of rsync service, in KB/s, default is 0 is unlimited.

. User name: The username of rsync service.
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. Password: The password of rsync service.
When it is done, click Apply button.

The Applications -> Backup server -> Rsync targets option is used to setup rsync targets.

Rsync target
Before enable rsync service, please create at least one module for rsyne service.
@ Create
Module name Pool Volume Path Action

test RE UserHoms Iadmin Fd

This table shows the column descriptions.

Column Name Description
Module name The name of the rsync target.
Pool The pool name.
Volume The volume name.
Path The volume path.

The option is available in this tab:

. Create: Add an rsync target module.
The options are available in the Action column:
. Edit: Edit the target module.

. Delete: Delete the target module.

Take an example of adding an rsync target module.

1. Click the Create button.

Rsync target > Create

Module name:

Pool Volume Path
O] RO FO-1
@] RO FD-10
@] RO FD-11
@] RO FD-2
@] RO FO-3
(@] RO FO4
@] RO FO-5
@] RO FO-6
2. Enter a Module name for the rsync target module.

3. Select a volume which the data stores.

4. Click Apply button.
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Rsync task

(P Create

[ Path| TargetIP Target dargel Status Progress| Schedule| Created time
name port module

test  Jala 1921681031  B73 farget  Standby  ~  Disabled  2135001°

Last executed

- Result | Action
time
2015/07/15 .
135783 success p (O]

This table shows the column descriptions.

Column Name

Description

Task name The task name.
Path The source path of volume.
Target IP The target IP.

Target port

The target port number.

Target module

The target rsync module.

Status Standby, Running, Inactive or Disconnected.
Progress Progress ratio (%).
Schedule Disabled or scheduled.

Created time

The created time of the task.

Last executed

time

The last executed time.

Result

Success or Fail.

The option is available in this tab:

Create: Add a rsync task.

The options are available in the Action column:

Start / Stop: Start or stop the task.
Schedule: Schedule the task.

Delete: Delete the task.

Take an example of adding a task.

1.
2.

Click Create button.

Enter the Task name, and select a folder to rsync. Then click Next button.

Enter the target IP Address, modify the Port number if needed, select Target module, and

enter Username and Password.
Check the Property if needed, and then click Next button.

At the confirmation message, click Apply button.
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Replications

The Applications -> Backup -> Replications option is used to setup the replication service. It
supports local cloning and remote replication to other system. There is no limit to the number of
how many local cloning and remote replication tasks can be created. If you experience slow system
performance, please reduce the replication tasks. It supports one-to-one replication task but not
one-to-many. The same replication source cannot coexist in different tasks. The max task number is

limited as 16 tasks.

Replica task
@ Create
J:r’:.: Source S;:L“f Target IP De‘;i:;md Target T;")%‘:‘ Status | Progress Schedule Created time "“‘:’::““’d Result|  Action
R1 el rl Local Aute  formR1 15 Inactive - Every 1 hour{s}. zgésggasagn Zi';?nfg_:;ég Fail (O# T
B s 82w n omowews - GeliMMBSEUS M M o @
st p0 15216813815  Auto  wu  pD  Standby - Disabled e - - pOLT
This table shows the column descriptions.
Column Name Description
Task name The task name.
Source The source volume or LUN name.
Source Pool The source pool name.
Target IP Local or the remote target IP.
Dedicated port The dedicated port to transmit.
Target The target volume or LUN name.
Target Pool The target pool name.
Status Standby, Running, Inactive or Disconnected.
Progress Progress ratio (%).
Schedule Disabled or scheduled.
Created time The created time of the task.
Last executed The last executed time.
time
Result Success or Fail.

The option is available in this tab:

. Create: Add a replication task.

The options are available in the Action column:
J Start / Stop: Start or stop the task.

. Schedule: Schedule the task.

. Edit: Edit the task.

o Delete: Delete the task.
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Take an example of adding a task.

1. Click Create button.

<QRsan

2. Enter the Task name, and select a volume or LUN to replicate. Then click Next button.

3. Select Local system or Remote system. Remote replication needs to enter the target IP,

username and password. Select a dedicated port to transmit. And then click Next button.

4. Select the target pool and enter a name. And then click Next button.

5. At the confirmation message, click Apply button.

opened both way on the NAT traversal and Router.

TIP
~ v
1% If you want to use replication via internet, please make sure TCP port “2222” is

Could Backup

The Applications -> Backup -> Cloud option is used to setup the popular cloud backup service

provided by Amazon. Before using the service, you must register an Amazon S3 account first at

http://aws.amazon.com/s3/.

There is no limit to the number of how many Amazon S3 tasks can be created. If you experience

slow system performance, please reduce the Amazon S3 tasks.

Amazon 53 task

@ Create

Task name Type Pool Volume Folder 53 bucket 53 folder Status Progress Schedule
s1 Upload [l elf kevin123 - Inactive - Inactive
dwg Upload 0 ddd kevin123 - Inactive - Inactive

This table shows the column descriptions.

Created time Action
©QsT
[OF 4|

2015/03/20 17:12:20
2015/03/20 17:21:07

Column Name Description

Task name The task name.

Type Upload or download.

Pool The source pool name.

Folder The folder name.

S3 bucket The S3 bucket name.

S3 folder The S3 folder name.

Status Standby, Running, Inactive or Disconnected.
Schedule Disabled or scheduled.

Created time

The created time of the task.

The option is available in this tab:

. Create: Add a backup task to Amazon S3 service.
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The options are available in the Action column:

Start / Stop: Start or stop the task.
Schedule: Schedule the task.
Edit: Edit the task.

Delete: Delete the task.

Take an example of adding a task.

1.

Click Create button.

Amazon S3 task > Create

Task name:
Local path: allzserHome v | f
S3 setting
Backup type: Upload v
Access key:
Frivate key:
Bucket/Folder: !
Delete extra files in destination folder.
Testconnection
" Note:

Amazon 53 requires all machines making requests be within 15 minutes of an Amazon 53 webserver's clock.

Setting up your machines to sync their times with an NTP server.

AntiVirus

B BETTER TR

Enter the Task name, select a Local path, and enter the folder.

Select a Backup type, Upload or Download, enter the Access key, Private Key and the
Bucket/Folder for Amazon S3 settings. Check the box when you need to delete extra files in
the destination folder.

Click Test connection button to test the connection if necessary.

Click Apply button to create a task.

The Security -> AntiVirus option is for accessing the AntiVirus service, AntiVirus scan filter,

AntiVirus tasks, AntiVirus update, and AntiVirus reports option tabs. It uses McAfee antivirus

engine which is an American global computer security software company.

AntiVirus Service

The Security -> AntiVirus -> AntiVirus service option can enable or disable antivirus service.
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AntiVirus service

Antivirus service: ® Enable Disable

BT T

Check Enable or Disable radio button, and then click Apply button.

AntiVirus Scan Filter

The Security -> AntiVirus -> AntiVirus scan filter option manages what files exclude to be scanned.

Exclude file type

@ Create

Name Action

Exclude share
@ Create

Pool Volume Path Action

Click Add button of the Exclude file type, add a text for file extension, then click Add button. These

file extension will be skipped when executing antivirus scanning. So does Exclude share.

AntiVirus Tasks

The Security -> AntiVirus -> AntiVirus tasks option manages the antivirus tasks.

AntiVirus task

E—) Create
Task name Pool Volume Path Status Schedule Created time Action
a RO FO-1 Standby Disabled 2015/03/24 2000741 | 4 m]

This table shows the column descriptions.

Column Name Description
Task name The task name.
Pool The pool name.
Volume The volume name.
Path The path of the file system.
Status Standby or Running.
Schedule Disabled or scheduled.
Created time The created time of the task.

The option is available in this tab:
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. Create: Add an antivirus task.

The options are available in the Action column:

. Start / Stop: Start or stop the task.

. Edit: Edit the task.

o Delete: Delete the task.

AntiVirus Update

SQsan

The Security -> AntiVirus -> AntiVirus tasks option manages the update of virus pattern files.

AntiVirus update
Status:
“ersion:

Last update:

Auto update
Status:

Online update

Cnline update:

Manual update
File path:

Standby
6948

July 2, 2015, 3:44 pm
Enable ® Disable
]
Update now

IBIFEE | REEEIER

Click Enable radio button to enable Auto update, enter a number for how many days the update

execute automatically. Click Apply button to take effect.

Or click Update Now button for update immediately. If you get the update file, it also can be

updated manually.

AntiVirus Reports

The Security -> AntiVirus -> AntiVirus Reports option displays the report of the infected files.

AntiVirus report
% Clear ® Download
File name

1

File system Path

Click Download button to save the report.

Virus found Date Action
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System Healthy

This chapter describes the system healthy. It includes the following sections:
. Dashboard
. S.M.A.R.T.
° Log Center

. Hardware Monitor

Dashboard

The Dashboard -> Dashboard option displays a whole picture of the system. The tables include
Disk throughput, Network flow, System information, CPU usage, Memory usage, Temperature,
Power supply, Cooling, Pool status, NIC status, Event log, Service status, and UPS status. They
can be displayed or hidden at the drop down Display list. Check or uncheck the items which you
want. The refresh interval can be changed in the right-top corner. Choose an interval by seconds

and then click Refresh Now button. It will be active right now.

Display list ~ 1313 selected Refresh interval: [None : Refresh now
= Disk throughput (KByte/s} A
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0 H B
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£ CPU usage E Pool status Dedup usage: 33.75% 162009MBI4E007SME
. . Name Status Total (GB) Used (GB) Free (GB)
- RO 281148 273077 3071
R1 1877.70 1785.35 0236
2 Memory usage RS 1585.21 183584 18827
Total 1800253 MB RE 2780.13 258210 20804
Used: 7082013 MB
Free: £082.30 MB = NIC status
‘ . Name Link LAG LAG No. VLAN ID Jumbo frame
LANt 1Gbps No - - 1500
Lanz 1Gbps No -
@ System Information LANZ 1Gbps Mo - -
Model name: U30-P10 Lins 1Gbps No - -
MAC/SAS addrass: 0D137BCAS180 (Controller: 5D01375#t35500) Lang 1Gkps Mo - -
5AS 10C firmwars version: 11.00.00.00 Lang 1Gbgs No - -
132 LANT 1Gbps No - - 1500
sion: 2.0.0 (buiid 201503171800)
BIOS wersion: 1.0.0 (Q7H02014)  Event log
CPUype: Intel{R) Core(TM) i3-4330 CPU @ 3.50GHz Type Time Content
System memory 2132 3 EEE EMZI:: 3321: } §!§§t}§ Information  March 28 2015 13:47:29 admin login from 102.168.3 122 viz Web Ul
Serial number (S/N): N
System up time: Tdays. 334
Current dataime: 2015-D3-2513:56:53
JBOD MAC/SAS address: No JBOD is connected.
Network port: 1GXT
3 Service status
| Temperature Directory service: Standzlone
Item Value Low critical Low wamning High warning High critical Status CIFS:
CPU core 0 +54.0(C) a(cy +5.0(C) +95.0(C) Good NFE:
CPUcore 1 +40.0(C) +5.0(C) +95.0(C) AFF:
SAS sxpander +383(C) +50(C) +05.0(C) FTF:
Platform tharmal +305 (C) +50(C) +00.0{C) WiebDAY,
Backplane siot 87 #311(C) +00(C) +70.00C)
Backplane slot#19 +30.1(C) +00(C) +700(C) UPS status
Backplane slot#12 +300(C) 00(C) +700(C) Type: SmartURS (SNWF)
Status Unable to detect UPS.
£ Power supply Battery level
Item Status
PSU1 Good
PSU2 G
& Cooling
tem Value Status
CRUFAN 4623 RFM Good
FAN 1 5400 FM
FANA 4607 RPM
FANE 4623 RPM

The options are available in this tab:

. Disk throughput (Kbyte/s): Display disk throughput by different color of each pool.

. Network flow (Mbit/s): Display network flow by each port. Transmit data displays as green
color and receive data as orange.

. System information: Display system information includes model name, firmware version,
serial number ...etc.

. CPU usage: Display current CPU usage as ratio (%).

. Memory usage: Display current memory usage as number and ratio (%).

. Temperature: Display the system temperature. Status displays good as green color and fail
as red.

. Power supply: Display the power supply status. Status displays good as green color and fail
as red.

. Cooling: Display the fan status. Status displays good as green color and fail as red.

. Pool status: Display the pool status. Status displays online as green color and failed as red.

. NIC status: Display the network interface status.

. Event log: Display the warning and error logs. Warning event displays as orange color and

error as red.
. Service status: Display the data service status.

. UPS status: Display the UPS status and UPS battery lever as ratio (%).
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S.M.A.R.T.

S.M.A.R.T. (Self-Monitoring Analysis and Reporting Technology) is a diagnostic tool for hard drives
to deliver warning of drive failures in advance. The Monitor -> S.M.A.R.T. option provides users a

chance to take actions before a possible drive failure.

S.MAR.T.
Show disk for:
Slot No. HDD type Read error rate Spin up time Reallocated sector count Seek error rate Spin up retries Cali ion retries T & (°C)

1 SATA 6.0 Ghit 200(51) 174(21) 200(140) 200(0) 100(0) 100(0) 30(0/55)
2 SATA 3.0 Ghit 200(51) 148(21) 200(140) 200(0) 100(0) 10040) 35(0/55)
3 SATA 6.0 Ghit 200(51) 174(21) 200(140) 200(0) 100(0) 100(0) 30(0/55)
4 SATA 6.0 Ghit 200(51) 173(21) 200(140) 200(0) 100(0) 100(0) 30(0/55)
5 SAS 8.0 Gbit NI HIA NIA NIA NiA NI 30(/68)
[ SAS €.0 Gbit NIA MIA NIA MNIA NiA NI 32(/63)
7 SATA 6.0 Ghit 200(51) 169(21) 200(140) 200(0) 100(0) 100{0) 34(0/55)
a SATA 6.0 Ghit 200(51) 174021} 200(140) 200(0) 100(0) 100{0) 30(0/55)
9 SAS €.0 Gbit NIA MIA NIA MNIA NiA NI 30(/83)
10 SATA 6.0 Ghit 200(51) 173(21) 200(140) 200(0) 100(0) 100{0) 31(0/55)
11 SATA 6.0 Ghit 58(44) @6(0) 100{38) 89(30) 100(37) NiA 30(0/55)
12 SATA 6.0 Ghit 200(51) 174(21) 200(140) 200(0) 100(0) 10040) 31(0/55)
13 SAS €.0 Gbit A NIA NI MNIA MNiA MiA 30068}
14 SATA 6.0 Ghit 81(44) a7(0) 100(38) 90{30) 100(97) A 30(0/55)
15 SATA 6.0 Ghit 200(51) 174(21) 200(140) 200(0) 100(0) 100(0) 31(0/55)
16 SATA 6.0 Ghit 200(51) 174(21) 200(140) 200(0) 100(0) 100{0) 30(0/55)

S.M.A.R.T. measures many attributes of the hard drive all the time and inspects the properties of
hard drives which are close to be out of tolerance. The advanced notice of possible hard drive
failure gives users precautions to back up hard drive or replace the hard drive. This is much better

than hard drive crash when it is writing data or rebuilding a failed hard drive.

The numbers displayed are real-time value. The number in parenthesis is the threshold value. The
threshold values from different hard drive vendors are different; please refer to hard drive

vendors’ specification for details.

S.M.A.R.T. only supports SATA drives. SAS drives do not have this function and will show N/A in the
table. These values are for reference only. The system will send a warning if the S.M.A.R.T. value is

higher or lower than the threshold. But it will not be the criteria for judging the HDD/SSD.

Log Center

Event Logs

The Monitor -> Log center -> Event logs option provides event messages. Check INFO, WARNING,
or ERROR to display those particular events. The event log is displayed in reverse order which

means the latest event log is on the first / top page.
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Event log

Filter: M Information E’IWarning [ Error

& Clear ® Download €, Search

Type ‘ Time ‘ Content
Information 599‘9%‘_’3‘?5 13; 2014 2 dmin login from 36.231.42.243 via Web Ul
information  SCPIEMBE 172014 i login from 36.231.42.243 via Web U
Information SEPM{Q_’% :11; 2014 dmin login from 192,168 8122 via Web Ul
Information 599‘91@’:’:1' ‘BE 204 2 dmin login from 192.168.115.131 via Web Ul
Information Se”‘e;g’% :11; 2014 2 dmin login from 192.168.8.122 via Web Ul
Information  SCPIETBEr 162014 papaeer QUICK1959 1 Test is destioyed.
Information SEP‘EQ_’;; ;ﬁ 2014 dmin login from 192,168 8 163 via Web Ul
Information Se”“f@,’:’g ;g 2014 imin login from 192.158.8.122 via Web Ul
information  S°PEMEE 18 20 i logout from 192.168.8.122 via Web Ui
Information SED‘BE’% ﬁ 2014 2 dmin login from 192168 8.122 via Web Ul
Information Sem‘ﬂ’g r; 2014 2 dmin logout from 192.168.8.122 via Web U
Information Se”‘e{g':’g E 2014 dmin login from 192.158.8.122 via Web Ul
Information Septe‘gl.:gé Jﬁ 2014 System boot ready
Information SED‘BE’;; E 2014 ool QUICK19591 is imported

Error Bepte‘rgl.a;; 12 2014 Power(PSU Power 1) is not functioning
Information Septe‘gl:::?ar 15% 2014 System power on
Information SED[B%?% E 2014 System reboot
Information Seple;ngl:a% 1{3 2014 System firmware upgrade succeeds
Information Septe;gl.:;q ;ﬁ 2014 System firmware upgrade starts.

Information Septe‘gl::;r 152 2014 System firmware upgrade is failed.
LIS B P M| 1 /3pages)

The options are available in this tab:

. Clear: Click Clear button to clear all event logs.

. Download: Click Download button to save the whole event log as a text file with file name
“LOG-SystemName-Date-Time.log”.

. Search: Enter a keyword and then click Search button to search the event logs which

contents the keyword.

Service Logs

The Monitor -> Log center -> Service logs option provides data service messages. Check CIFS, AFTP,

FTP, WEbDAV, or iSCSI to display those particular events.
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Service log

Fiter: M CIFs MAFP MFTP MwebDAv Miscsl

¥ Download I €, Search

Type ‘ Time ‘ Content

CIFS SED‘E%’:’;EE 1; 201 ¢iFS user QSAN+admin login from 192.168.136.5 succeeds

CFs SEp‘eﬁ‘_’fg ;‘3 201 ¢iFS user QSAN+Mike Weng from 192.168.8.211 was rejected, reason [NT_STATUS_NO_SUCH_USER]
CIFS SEW%‘?;; ‘3‘3 201 CIFS user QSAN+Mike Weng from 192.168.8.211 was rejected, reason [NT_STATUS_NO_SUCH_USER]
CIFS Septerber 18 2014 GIFS user QSAN-+Mike Weng from 192.168.8.211 was rejected, reason [NT_STATUS_NO_SUCH_USER]
CIFS September 16 2074 CIFS user QSAN+Mike Weng from 192 168 6 211 was rejected, reason [NT_STATUS_NO_SUCH_USER]
CIFS Se”“ﬂ’% 1‘3 201 ¢iFS user QSAN+admin login from 192.168.136.5 succeeds

CFs SED‘BE’;; :1155 201 ¢iFS user QSAN+admin login from 192.168.136.5 succesds

CIFS September 122014 k5 yser QSANadmin login from 192 165 136 5 succeads

15:11:07
September 11 2014
15:25:53
September 11 2014
15:24:03

M 4|1 » M |1 /1pagefs)

CIFS CIFS user QSAN+mike login from 192 168.8.211 succeeds

CIFS CIFS user QSAN+admin login from 192.168.136.5 succeeds

The options are available in this tab:

. Download: Click Download button to save the whole event log as a text file with file name
“LOG-SystemName-Date-Time.log”.

. Search: Enter a keyword and then click Search button to search the event logs which

contents the keyword.

Hardware Monitor

Voltage

The Monitor -> Hardware monitor -> Voltage option provides the status of system voltage. Status

displays good as green color and fail as red.

Voltage
Show information for:
Item Value Low critical Low warning High warning High critical
Onboard standby +3.3V +3.30V +3.04V +3.14V +3.47V +3.56 W
Onboard +3.3% +3.31V +3.04V +3.14V +3.47V +3.56 W
Onboard standby +3 +4.97V +4. 60V +4T75V +5.25V +5.40W
Onboard +5% +4.04 +4 B0V +4 75V +525Y +5.40W
Onboard +12V +1197V +11.04W +1140V +1260V +1298 Vv
Onboard +1 5% +1.48V +138V +1.42V +1.58Y +162W
Onboard +1.05V +1.04V +0.97V +1.00v +1.10Y +1.13V
Onboard +1.7v +1.74W +1.50V +1.40V +1.86V +2.00 W
Onboard battery +23TV +0.00V +0.00v +347TY +3.56 W
PSU +12V +1238V +10.80 W +11.04V +12.96V +13.20V
PSU +5v +5.04V +4.50V +4.60V +5.40 +5.50 W
PSU standby 5V +5.02v +4.50V +4.60V +5.40 +5.50 W
PSU +3.3V +3.30V +297V +2.04V +3.56V +363W
Backplane standby 3.3V +3.33V +297V +3.04V +3.856V +363 W
Backplane +1.2V +1.18V +1.10V +1.15V +1.25V +1.30V
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Temperature

The Monitor -> Hardware monitor -> Temperature option provides the status of system

temperature. Status displays good as green color and fail as red.

Temperature
Show information for:
Item Value Low critical Low warning High warning High critical Status
CPU core 0 +56.0 (C) +0.0(C} +50(C) +80.0(C) +85.0 (C) Good
CPU core 1 +54.0 (C) +0.0(C) +50(C) +00.0(C) +85.0 (C)
SAS expander +38.5 (C) +0.0(Ch +50(C) +00.0(C) +85.0 (C)
Platform thermal +38.1 (C) +0.0(Ch +50(C) +80.0(C) +50.0 (C)
Backplane slot 7 +31.0 (C) -20.0(C) +0.0(C) +55.0(C) +70.0 (C)
Backplane slot #19 +30.0 (C) 200 () +00(C) +55.0(C) +70.0 (C)
Backplane slot #12 +206 (C) -20.0 (C) +0.0(C) +55.0(C) +70.0 (C) Good

Power Supply

The Monitor -> Hardware monitor -> Power supply option provides the status of power supply.

Status displays good as green color and fail as red.

Power supply

Show information for: Lo:al.

Item Status
PSU1 Good
PsU2 Good

Cooling

The Monitor -> Hardware monitor -> Temperature option provides the status of system. Status

displays good as green color and fail as red.

Cooling
Show information for: Lo:al.
Item Value
CPU FAMN 4633 RPM
FAN 1 8437 RPM
FAN A 4581 RPM
FANB 4823 RPM
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Access Shared Folders

This chapter describes how to access shared folders from different operating systems. We will
introduce:

. CIFS and Windows

o AFP and Mac 0OS
J NFS and UNIX
. NFS and vSphere5

i
. WebDAV

Before you access the shared folders, please make sure that you have enabled data services and

settings in File Services and Configurations.

CIFS and Windows

There are several ways to access a network share in Microsoft Windows operating systems. It all
follows Windows UNC (Universal Naming Convention) format.

Syntax:

\\<NAS system name>\<share name>

\\<IP address of NAS>\<share name>

<NAS system name> can be found from menu bar System Configuration -> System.
<IP address of NAS> is the IP address of one of the network ports. It can be found from menu bar

Network Configuration -> Network Setting.

Method 1: The Address Input in Explorer

Open a Windows Explorer from Start button or by pressing Start key + E. In the address input, put

in the share path and press Enter. Please refer to the screenshot below.
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o 1||
(0 ) [W ws2asssas0sooez | (=] E3] | search computer @I

| Fle Edit View Toos Help

Organize v  System properties  Uninstall or change a program  Map network drive  Open Control Panel ﬂ:: g j ﬁ
<5 Documents 21 . ard pisk Drves @ =
. Music

WIN7_32 (C:)
5, Pictures _
B videos "m” 19.6 GB free of 39.0 GB
12, Administrator
. BUFFER (D:) ||
‘A Computer B
& WIN7_32 (C) T” 14.9 GB free of 29.2 GB

. BUFFER (D:)

STORAGE (E:)
+ STORAGE (E:) _
& DVD RW Drive (F:) Za#” 205 GB free of 229 GB
< CD Drive (H:) = Devices with Removable Storage (3)
> SanDisk (I:)
. as
& shared (Vastra) (K:) sl DVD RW Drive (F:)
— others (\\astra) (L:) ‘:—-2?
~w Automation (11192.168.10.6) (M:) j j
ROBERT-NOTEBOOK Workgroup: WORKGROUP Memory: 4.00 GB
* Processor: Intel(R) Core(TM)2 Duo C...
[12 items

Windows will pop up a dialog requesting for account and password. Please put in your account

and password. When the authentication is clear, the share is ready for you to use as follows:

B \1192.168.8.180\sql_db2 [ xll

%v _J [ +|network + 192.168.8.180 * sql_db2 ~ 23| search sql_dbz
| Fie Edit View Tools Help

Organize »  New folder =~ 7 @
& DD RW Drive (F) -
<& CD Drive (H:)
> SanDisk (I:) This folder is empty.
< shared (\\astra) (K:)
= others (\\astra) (L:)
% Automation (\1192.168.10.6) (M:)
i release (11192.168.10.6) (N:)
% ga (\\astra) (0:)
“* My Wweb Sites on MSN

Name « | Date modified | Tyl

& 192.168.8.180
.J sal_db2

& ADMINISTRATOR
& CHRISCHOU =l i
] 0 items Offiine status: Online
- Offline avaiabiity: Not avaiable

0 tems

Method 2: The Command Line Input from Start Button

Click Start button to bring up the start menu. In the command line input, put in the share path and

press Enter. The rest is the same as described in Option 1.
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- See more results

I We.168.8. 18001 _DE2 Shut down 3

= @ ] 0 & windows Live Mes... | %2 QCentral

Method 3: Map a Network Drive in Explorer

SQsan

Please follow the steps below to map a network share from Qsan unified storage to a drive letter.

The network share will be automatically mapped the next time you boot your Windows.

1. Open a Windows Explorer from Start button or by pressing Start key + E. Go to Tools and

select Map network drive.

_||:||x||

@Ov &z = Computer > WIN7 32 (C:) ~ )| search winz_32 (c3)

| Fie Edit View | Took Help

G o 9 Map network drive... R

Disconnect network drive...
B Desktop Open Sync Center... | name ~

| Date modffied

l4 Downloads
<3 Recent Places

Folder options...

inetpub

a MsOCache
=Ml Desktop | perfLogs
B (] Libraries | Program Fies
<> Documents ProgramData
& musc | ProgramDataTechSmith
1, Pictures
B videos | SmartReport
2 Administrator I Swsetup
= & Computer | system.sav
e WIN7_32 (C2) | Users
< BUFFER (D:) L \indows
= STORAGE (E:) =l
. 13 tems
-
Connects to a network drive.

2012/3/29 5 02...
2012/1/14 5 10...
2009/7/14 £5 10...
2012/6/20 5 01...
2012/4/23 5 03...
2012/3/11 E5 11...
2012/1/15 E5 11...
2012/1/14 5 02...
2012/1/14 5 02...
2012/1/14 5 05...

2012/61720 T 01

2. Select the drive letter you like. Put in the share path in Folder.

Reconnect at logon. Click Finish.

Make sure

you check
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@ &2, Map Network Drive

What network folder would you like to map?

Drive: |J3 j

Example: \\server\share
[ Reconnect at logon

™ Connect using different credentials

Specify the drive letter for the connection and the folder that you want to connect to:

Folder  |\\192.168:8180\SQL DB2 =l | Browse..

Connect to a Web site that you can use to store your documents and pictures.

Finish Cancel

SQsan

. Map Network Drive x|

3. You may find a new drive with the letter you just selected in Explorer. You may start using

the new drive then.

_||:||x||

QWC) |~ = Computer * SQL DB (\\192.168.5.180) (7:) ~ 23| search SQL_DB2 (\\192.168.... \gl

| Fie Edit View Tools Help

Organize ¥  New folder

& WIN7_32 (C) ;I MName =

- BUFFER (D3)

> STORAGE (E:) This folder is empty.

& DVD RW Drive (F:) J
<& CD Drive (H:)

il

I .~ SQL_DB2 (\\192.168.8.180) (J:) I
< shared (\\astra) (K:) j ‘ |

a=

AFP and Mac OS

In Finder of Mac OS, go to Go and select Connect to Server. Put in the network port IP address

that you want to access. Click Connect.

o~ N

Connect to Server

Server Address:

afp://192.168.8.180

Favarite Servers:

(& ] Remove Browse

Connect

It will bring up a window requesting account and password. Please put in your

password. Click Connect.

account and
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Enter your name and password for the server
Y "U400Q-903A80".

=

Name: user2

Password: ssssssssssss

|| Remember this password in my keychain

Cancel Connect

A window with all accessible shares for AFP protocol will pop up for you to select the share you

want to connect to. Click OK.

al ) 0

Select the volumes you want to mount on
"U400Q-903A80™:

SQL _DB2

userZ

Cancel @

4

There you go. The share is ready for you to access.

Apple Time Machine Support

It’s very easy and straight forward to use Apple Time Machine with Qsan unified storage. Simply

follow the same instructions above to create AFP shares on the Mac machine and do the steps

below.

1. Go to Time Machine function.

2. Turn on Time Machine. Click Select Disk.

3. Select the share and put in account and password again.
4. Start Time Machine operation.
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000 Time Machine

| [ ShowAll |

B:

ip Disks

F(\ rrr
on “192.168.9.183

[

{

\ Available Disks

\‘ =i} Macintosh HD 2

g 999.2 GB 2 AM
Time Mi 8
on “192.168.9.183"
. Other Time Capsule

OFF = Setup a Time Capsule that is not |3fP://192.168.9.183/rrr

(?) [ Encrypt backups | Cancel 7\

becomes full.

M Click the lock to prevent B - =
further changes. [V Show Time Machine in menu bar | Options... | (7)

NFS and UNIX

The system supports NFS version 3 and version 4. If version 4 connections cannot be established,
the system will automatically try to establish the connection using version 3 protocols. Before

using the NFS shares, please make sure the NFS settings of the shares are properly configured.

Redhat Linux 5

When mounting a file system in Redhat Linux 5, Redhat Linux 5 uses NFS version 3 by default. Use
the following syntax to mount an NFS share. Please make sure you add the keyword — nfs-share

before the share name. It represents the absolute path that the end user doesn’t need to know.

# mount <IP address of NAS>:/nfs-share/<share name> <mount point>

For example:

# mount 192.168.8.180:/nfs-share/SQL_DB2 /mnt/nas

Redhat Linux 6

The default attempt will try to use NFS version 4 protocol to set up connection in Redhat Linux 6.

Use the following syntax to mount an NFS share.

# mount <IP address of NAS>:/<share name> <mount point>

For example:

# mount 192.168.8.180:/SQL_DB2 /mnt/nas
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Open Solaris 10/11

Open Solaris 10/11 will use NFS version 4 as default. Use the following syntax to mount an NFS

share.

# mount -F nfs -o rw <IP address of NAS>:/<share name> <mount point>

For example:

# mount -F nfs -o rw 192.168.8.180:/SQL_DB2 /mnt/nas

NFS and vShpere5

If you want to use the system as vSphere 5 storage through NFS connection, please make sure you
export the NFS share with read/write access rights. In the vSphere 5 Ul setting for NFS share,

please use the following syntax as shown in the screenshot below.

[nfs-share/<share name>

RE

Locate Network File System
‘Which shared folder will be used as a vSphere datastore?

B N —Properties

server: | [192.168.8.241 IP address of NAS

5 nase.com, 192.168.0.1 or
FEB0:0:0:0:284:FF:FE9A:4CAZ

Folder: I‘m-
Example: fvolsfvol0fdatastore-001 N FS Sh are name

I™ Mount NFS read only

. If adatastore already exists in the datacenter For this NFS share and you intend
"~ toconfigure the same datastore on new hosts, make sure that you enter the
same input data (Server and Folder) that you used for the original datastore.
Different input data would mean different datastores even if the underlying NFS
storage is the same,

o

Network File System
Ready to Complete

i Datastore MName

Help | < Back | Iext = I Cancel I

4

FTP

FTP is the basic file transfer tool provided in almost all operating systems. You may use FTP

function through command line shell, FTP client, or web browsers.
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Method 1: Using Command Line Shell

In Windows XP or Windows 7, open a command line window and use FTP command — “ftp”. Enter

your account and password. The share is available for you to access.

ion for file Ii

In Redhad Linux, it looks like the screenshot below.

E root@rhel62:~ - o x
File Edit View Search Terminal Help
[root@rheléz ~]# ftp 192.168.141.60 [~]

Connected to 192.168.141.60.

220 Welcome to FTP server

588 AUTH not understood

Name (192.168.141.6@8:root): robert

331 Password required for robert

Password:

230 User robert logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

227 Entering Passive Mode (192,168,141,60,242,54).
150 Opening ASCII mode data connection for file list

druxrwxrwx 2 admin Administrator_Group 2 Jun 27 85:56 ftp
druxrwxrex 2 admin Administrator_Group 2 Jun 27 05:59 pl
drwxrwxnax 2 admin Administrator_Group 2 Jun 27 ©6:12 robert
226 Transfer complete

ftp> by

221 Goodbye. L
[root@rhel62 ~]# [

Method 2: Using FTP Client Application

There are a lot of FTP client tools in Windows platform such as WSFTP, FileZilla. In Linux X-Window
environment, there are gFTP, WXftp, and LLNL XFTP.

For example, using FileZilla in Windows looks like the screenshot below.
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Z admin@192.168.8.180 - FieZilla (=13

Fle Edit View Transfer Server Bookmarks Help New version avaiable!

%]

Tt i Bk &[T a8

| Host: [192.168.6.180 | Username: [adrmin

Port: |_| Quickconnect |'|

Command: PWD ;I
Response: 257 "/" is the current directory
Status: Directory listing successful -
| admin@192.168.8.180 | admin@192.168.8.180 x| -
Local site: |\ ~ | | Remote site: ‘,f j
EE = Lt
& C: (WIN7_32) =
m N roHEEEM
4| [ B
Filename :l Flename | ﬁesze| Filetype |Las
& C: (WIN7_32) =l .
- D: (BUFFER) | sqL_DB2 Fie folder 19
= E: (STORAGE) ~
4| | 3 4] |
11 directories |Selected 1 directory.
Server/Local file | Direct...l Remote fie Sizel Priority | Status |

-[ Queued files J Failed transfers l Successful transfers

4 BH Queue: empty Ly

WebDAV service supports the following operating systems:

using 3™ party WebDAV client applications.
32bit Redhat Linux 5 and 6
64bit Redhat Linux 6

32bit Windows : Windows XP SP2, Windows 7 SP1, Windows Server 2008 SP1

64bit Windows operating systems have issues to support WebDAV service. We recommend

If you are using Windows XP or Vista, you may need to install a Windows update KB907306. If you

are using Windows 7, please make sure WebClient service is enabled through Component Services.

For more related information, please check WebDAV client interoperability at http://svnbook.red-

bean.com/en/1.6/svn.webdav.clients.html
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Take an example of windows 7 using map network drive wizard

From Windows Explorer, go to Tools and select Map Network Drive.

File Edit View
8y Organize v : Map Network Drive...
I Disconnect Network Drive...

Favorite Links
& My Site
E} Documents
B Pictures
D Music

[% Recently Changed

More »

Open Sync Center...

Folder Options...

Folders

.

Connects to a network drive.

From Network and Sharing Center in the Control Panel, go to Tools and select Map Network Drive.

[L <« Network and Sharing Center - Search
File Edit ~ View

Tasks

Map Network Drive...
Disconnect Network Drive...

View computers|
Open Sync Center... View full map

Connect to a ne|
Folder Options... ——
Set up a connecl : y

Manage network connections b
MSBOB example.com Internet
Diagnose and repair (This computer)

5.' example.com (Domain network) Customize
Access Local and Internet

See also Caunection Local Area Connection

Internet Options

Windows Firewall zn Sharing and Discovery

| & Connects to a network drive.
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From the Computer icon on Desktop, right click on Computer icon and select Map Network Drive.

Open
Explore
Search...

Manage

Map Network Drive...

Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties

d

Recycle Bin

When the wizard appears, click Connect to a Web site that you can use to store your documents

and pictures.

% Map Network Drive x|

O &2, Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:
Drive: |Z3 j
Folder: I j Browse...

Example: \\server\share

[v" Reconnect at logon
[~ Connect using different credentials

Connect to a Web site that vou can use to store vour documents and pictures.

Fiish Cancel
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Follow the instructions and click Next button. Select Choose a custom network location and then

click Next button again.

[ Add Network Location x|

@ Add Network Location

‘Where do you want to create this network location?

e, network location, or FTP site)

e

In Internet or network address input, put in the WebDAV share in the following syntax.

http://<IP address>: 50000/<WebDAV share>

Please make sure you put in the port number 50000.

[l Add Network Location 1 x|

@ Add Network Location

Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open.

Internet or network address:

http://192.168.122.112:50000/webfolder66) Browse...

oo
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Put in the required account and password information. You may name the network location. Here

we simply use the default as 192.168.122.112.

[l Add Network Location N x|

6 Add Network Location

‘What do you want to name this location?

Create a name for this shortcut that will help you easily identify this network location:

http://192.168.122.112:50000/webfolder66.

Type a name for this network location:

192.168.122.112)

[ =

You may access the web folder now.

1ol
&\ -l - computer - winz_s2(C) ~ - (& | search winz_32 (C:)
| Fle Edt View Took Help
Organize ¥  Sharewith ¥  Burn  New folder =~ 1 e
< others (\astra) (L) 2l Name - | Date modied |
< Automation (\\192.168.10.6) (M:) i
& release (\\192.168.10.6) (N:) }. inetpub 2012/3/29 T
& ga (\astra) (03) a MsOCache 2012/1/14 T
z 192.168.122.112 | OidView 2012/7/11 +
¥ My Web Sites on MSN | PerfLogs 2009/7/14 £
E webfolder66 on 192.168.122.112 | Program Fies 2012/7/11 F
@ Network
ProgramData 2012/7/11
[ Control Panel !
3: Recyce Bin | ProgramDataTechSmith 2012/3/11 & =
=« | »
14 tems
-y
|14 items ‘g; Computer v
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Access iSCSI LUNs

This chapter describes how to access iSCSI LUNs. We will introduce:

. Using Microsoft iSCSI Initiator to logon iSCSI LUNs in Windows

. Using Linux iSCSI Initiator to logon iSCSI LUNs in RHEL (Red Hat Enterprise Linux).

Before you access the iSCSI LUNs, please make sure that you have setup iSCSI LUN in Block

Services and Configurations.

Microsoft iSCSI Initiator

Here are the step by step instructions of how to setup Microsoft iSCSI Initiator. Please visit
Microsoft website for latest iSCSI initiator. This example is based on Microsoft Windows Server

2008 R2.

Connect to iSCSI Target

1. Run Microsoft iSCSI Initiator.

2. Input IP address or DNS name of the target. And then click Quick Connect button.

iSCSI Initiator Properties [X]

Targets | Discovery | Favarice Targets | Yalumes and Devices | RADIUS | Canfiguration |
- Quick Comect

To discover and log on ko & barget using a basic connection, bype the TP address or
DS name of the target and then click Quick Connect.

Target: 182.168.21.1 Sk earnect )

~Discovered targsts

mefresh |

Name [ status |

To cannect using advanced aptins, select a target and then e
dlick Connect. 2

To campletely disconnect a target, select the target and e —
then click Disconnect, =

For karget properties, including configuration of sessions, Er—
select the target and click Praperties. —

For canfiguration of devices associated with a target, select e —
the karget and then click Devices., 2

More sbout basic SCSI connections and kargets

ok Cancel Apply
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3.

Select the target name, and then click Done button.

Targets that are available for connection at the IP address or DNS name that you
provided are listed below. IF multiple targets are available, you need to connect
to each target individually.

Connections made here will be added to the list of Favarite Targets and an attempt
to restore them will be made every time this computer restarks,

[~ Discovered targets

hlame Status

[~ Progress report

Immediate Login Succeeded.Persistent Login Failed, target will nok be available
after system rebaot

Zonneck Done |

4.

Setup MP

1.
2.

It can connect to an iSCSI disk now.

10

If running MPIO, please continue.

iSCSI I

tor Properties

Targets |D|scnvery I Favorite Targets I Wolumes and Devices | RADIUS | Configuration I

Quick Connect

To discaver and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Targek: Guick Connes

r~Discovered targets
Refresh

Mame Status

ign.2004-0&.tw.com, gsan:dey0,ctrl Connected

To connect using advanced options, select a karget and then EammEE:
click Conmect. —

To completely disconnect a target, select the target and L
then click Disconnect. —

For target properties, including configuration of sessions, Broperties...
select the target and click Properties. —

For configuration of devices associaked with a target, select BEREE
the target and then click Devices. —

More about basic 1I5C5T connections and targets

oK I Cancel Apply

Click Discovery tab to connect the second path.
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3. Click Discover Portal button. Enter the IP address or DNS name of the target.

CSI Initiator Prope: 3 Discover Target Portal
Targets Discovery | Favorite Targets I Volumes and Devices | RADIUS I Configuration I Enter the IP address or DNS name and port number of the portal you
want ko add.

[~ Target portals To change the default settings of the discovery of the target partal, clidk

The system will look for Targets on Following portals: el the Advanced button.
Address | Port I Adapter | IP address
192,168,211 3260 Default Default 1P address or DNS name: Part; (Default is 3260.)

|192‘168.22.2| |3250

Advance | Cancel

To add a target portal, click Discover Partal. Discover Partsl

To remove a karget portal, select the address above and Remave
then click Remove., —

[ i5HS servers

The system is registered on the Following [5MS servers: Refresh

MNarme |

To add an iSNS server, click Add Server, Add Server, .,
To remave an iSNS server, select the server above and T
then click Remove. —

More about Discovery and iSkS

[s]4 Zancel Apply

4, Click OK button.

i5CSI I

tor Properties Connect To Target
Targets ID\scovary | Favarite Targets I Yolumes and Devices | RADIUS I Configuration | Target name:
~ Guick Connect I\qn2004-08.tw‘com.qsan:devD‘ctr2
To discover and log on to a karget using a basic connection, type the IP address or
DMS name of the target and then click Quick Connect. V¥ Add this connection ko the list of Favorite Targsts.

This will make the system automatically attempt ko restore the

connection every time this computer restarts.
Target: Quick Conne: |

[¥ Enable multi-path

[ Discowered kargets

Refresh I Advanced... Cancel |
Marme Status |
ign,2004-05.bw, com,gsan:devd,ckrl Connected
ign.2004-08.bw, com,gsan:devi,ckrz Inactive

To conmect using advanced options, select a karget and then
dlick Connect, - = =
To completely disconnect a target, select the target and Disconnect |
then click Discannect. —

For target properties, including configuration of sessians, Properties. .. |
select the target and click Properties. —

For configuration of devices assodated with a target, select s, .
the target and then click Devices. =

More about basic iSCSI connections and targets

[o]4 Cancel Apply:
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5. Click Targets tab, select the second path, and then click Connect button.
6. Enable Enable multi-path checkbox. Then click OK button.

7. Done, it can connect to an iSCSI disk with MPIO.

Setup MC/S

1. If running MC/S, please continue.
2. Select one target name, click Properties button.

3. Click MCS button to add additional connections.

I5CSI Ini
Targets | Discovery | Faverite Targets | Valumes and Devices | RADILS | Configuratian | Sessions | portal Groups |
[~ Guick Connect Refrash |
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect, Identifier |

[ fifffas008b7a015-4000013700000016

Target: Quick Conneck, .. |

i Discovered kargets

Refresh I
Mame I Status |
ign.2004-08. bw . com. gsan:dewd.ctrl Connecked To add a session, click Add session, Add session
ign.2004-08. bw, com.gsan:dew.cbr2 Connecked
Ta disconnect ane or mare sessions, select each Discannect
session and then dlick Disconnect,
To view devices assn_c\ated l_Nlth a session, select B,
a session and then click Devices.
[~ Session Information
Target portal group tag: a
Status: Connected
To connect using advanced options, select a target and then Connect Connection count: 1
click Connect, —
Maimurn Allowed Connections: 2
To completely disconnect a target, select the target and i |
then click Disconnect. el Authentication: Mone Specified
For target propetties, including configuration of sessions, Header Digest: Hone Specified
select the target and click Properties, Daka Digest: hane Specied
For configuration of devices assodiated with a target, select s, . _ . N
the target and then click Devices. ¥ Configure Multiple Connected Session (MCS)
To add additional connections ko a session or
configure the MC3 policy For a selected session,
click MCS,

Mare shout basic ISCSI connections and karaets

More Information on iSCSI Sessions

0K | Cancel |

Ok Cancel Apply

4, Click Add button.
5. Click Advanced button.
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Multiple Connected Session (MCS) Add Connection

MCS policy: Target name:
IRUund Robin J I\qn.ZDD4-DE.tw.Enm.qsan:devﬂ.ttrl
Description

The round robin palicy attempts to evenly distribute incoming requests to all
processing paths,

Connect Cancel |

This session has the following copnections:

Source Porkal | Target Portal | Status | Type | Weight | C
192,168.21,123,., 192,165.21.1f3... Connected  Active nja

< | |

To add a cannection, click Add.

Ta temave a connection, seleck the connection above and then Remove
click Remove, —

To edit the path settings For the MCS policy, select a Edit...
connection shove and then dick Edit. —
OF Cancel I Apply I

6. Select Initiator IP and Target portal IP, and then click OK button.
7. Click Connect button.
8. Click OK button.

Advanced Settings

le Connected Session {MCS)

General | 1Psec | MCS policy:
Connect using IRD"""El Robin j
Local adapter: IMIEI’DSDFt iSCST Initiatar j Description
The round robin policy attempts to evenly distribute incoming requests ko all
Initiator IP: [192.160.22.123 =] processing paths.
Target portal IP: |192.168.22‘1 | 3260 j
CRC } Checksum This session has the Following connections:
S Porkal T t Porkal Stat T Weight C
™ Data digest I Header digest e g [ Target portd [ status I L [weight |
192,168.21.123... 192.168.21.1/3... Connected  Active nfa i}
192.168.22.123... 192.168.22.1/3... Connected Active nfa o

[ Enable CHAP log on

[ CHAP Log on information
CHAP hielps ensure conmeckion security by providing authentication between a target and

aninitiatar.
To use, specify the same name and CHAP secret that was configured on the target For this 4 | | j
initiator. The name will default to the Initiakor Name of the system unless another name is
specified.

To add a connection, dlick Add. Add...
Mame; I\qn. 1991-08 .cam, micrasoft

To remove a connection, select the connection above and then Remove |
Target secret: I click Remave,

To edit the path settings for the MCS policy, select &
I=| Perfarm mutial authentiation connection above and then click Edit,
T use mutual EHAP, either specify an initistor secret on the Configuration page o use
RADIUS,

Cancel | Apply |

™ Use RABIUS ko generate user suthentication credzntials

[ Use RABIUS ko suthenticate barget credentials

Cancel Apply:

9. Done.
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Disconnect

1. Select the target name, click Disconnect button, and then click Yes button.

15C5I Initiator Properties

Targets |Discovery I Favorite Targets I Yolumes and Devices I RADIUS I Configuration I

—Quick Connect
Ta discover and log on to a barget using a basic connection, type the IP address or
DS name of the target and then click Quick Connect,

Target: Quick Conneck, .,

r~Discavered kargets

Refresh |
Mame Status |
ign, 2004-08, bw, com. gsan:dev0.ckrl Connected
ign. 2004-08. bw. com. gsan:dev. ckr2 Connected

To connect using advanced options, select a karget and then Connect
click Connect. —

Ta completely disconnect a target, select the target and
then click Disconnect,

For target properties, including configuration of sessions,
select the target and dick Properties,

Properties...
Devices. .

For configuration of devices associated with a target, select
the target and then click Devices.

More abouk basic iSCST connections and Eargets

oK Cancel Apply

2. Done, the iSCSI device disconnect successfully.

Linux iSCSI Initiator

Installation

<QRsan

Before configuring the iSCSI multipath, you have to install the following rpm packages and source

files (.tar.gz), so that the iSCSI service could run smoothly and without any compatible issues. Here

is the order to install the packages we need:

. iscsi-initiator-utils-6.2.0.873-10.el6.x86_64.rpm

. device-mapper-1.02.79-8.el6.x86_64.rpm

. device-mapper-multipath-0.4.9-72.el6.x86_64.rpm

All the necessary rpm packages can be found in the RHEL6.5 DVD, Install them as follows:
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# rpm -ivh /media/”RHEL_6.5 x86_64 Disc 1”/Packages/iscsi-initiator-utils-6.2.0.873-

10.el6.x86_64.rpm

J# rpm -ivh /media/”RHEL_6.5 x86_64 Disc 1”/Packages/device-mapper-1.02.79-8.el6.x86_6
4.rpm

# rpm -ivh /media/”RHEL_6.5 x86_64 Disc 1”/Packages/device-mapper-multipath-0.4.9-72.el
6.x86_64.rpm

Usage of iSCSI initiator

The iSCSl initiator name can be specified in the configuration file /etc/iscsi/initiatorname.iscsi.

# vi /etc/iscsi/initiatorname.iscsi

InitiatorName = Your_initiator_name

Edit the configuration file of iSCSI initiator in /etc/iscsi/iscsid.conf, the iscsi session timeout value
has to be changed to a proper value. The default value is 120 seconds, but it is too long to keep the
I/0 wait before the path is judged as fail and it may cause the |/O failure. Please set a shorter and

proper timeout value in this configuration file.

# vi /etc/iscsi/iscsid.conf

node.session.timeo.replacement_timeout = 30

(Please set a proper timeout value)

In /etc/iscsi/iscsid.conf, it also provides others settings, such as:

# vi /etc/iscsi/iscsid.conf

node.startup = Automatic

(Set auto-login when discover target)
node.session.auth.authmethod = CHAP
(Enable CHAP auth)
node.session.auth.username = username

(Set CHAP username)

node.session.auth.password = password

(Set CHAP password)

Please restart the iSCSI service to make these changes work.
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The rpm package iscsi-initiator-utils provides a command line tool called iscsiadm. It can manage
the connections to iSCSI target. The iscsiadm tool has three operational modes - discovery, node,

and session. The following will introduce these modes.

1. Discovery the all port and target name by # iscsiadm -m discovery.
Operational mode -discovery is used to discover the target, the usage is

# iscsiadm -m discovery -t st -p target_ip

# iscsiadm -m discovery -t st -p 10.10.10.100

192.168.1.1:3260,0 ign.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctrl
192.168.2.1:3260,0 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctrl
10.10.10.100:3260,1 iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctrl

192.168.4.1:3260,1 ign.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctrl

# iscsiadm -m discovery -t st -p 192.168.195.22

192.168.5.1:3260,0 iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctr2
192.168.6.1:3260,0 ign.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctr2
192.168.195.22:3260,1 iqn.2004-08.com.qgsantechnology:p600g-d316-000901d00:dev0.ctr2
192.168.8.1:3260,1 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctr2

2. Users can login and logout by # iscsiadm -m node with the ip and target name.
Operational mode -node is used to login/logout, the usage is
# iscsiadm -m node -T target_iqn -p target_ip -I

# iscsiadm -m node -T target_ign -p target_ip —u

# iscsiadm -m node -T iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:devO0.ctrl -p
10.10.10.100 -I

(login 10.10.10.100)

# iscsiadm -m node -T iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:devO0.ctr2 -p
192.168.195.22 -

(login 192.68.195.22)

# iscsiadm -m node -T ign.2004-08.com.qgsantechnology:p600g-d316-000901d00:devO0.ctrl -p
10.10.10.100 -u

(logout 10.10.10.100)

# iscsiadm -m node -T ign.2004-08.com.qgsantechnology:p600g-d316-000901d00:devO0.ctr2 -p

192.168.195.22 -u
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(logout 192.168.195.22)

3. Query the list of nodes, the usage is

# iscsiadm -m node

# iscsiadm -m node

192.168.1.1:3260,0 iqn.2004-08.com.qgsantechnology:p600q-d316-000901d00:dev0.ctrl

192.168.2.1:3260,0 ign.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctrl

10.10.10.100:3260,1 ign.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.ctrl
192.168.4.1:3260,1 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctrl
192.168.5.1:3260,0 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctr2
192.168.6.1:3260,0 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctr2
192.168.195.22:3260,1 iqn.2004-08.com.qgsantechnology:p600g-d316-000901d00:dev0.ctr2
192.168.8.1:3260,1 iqn.2004-08.com.gsantechnology:p600q-d316-000901d00:dev0.ctr2

4, If users want to clear the node list, the usage is
# iscsiadm -m node -0 delete
5.  This command will list the connected iSCSI session, it can be expressed as

# iscsiadm -m session

# iscsiadm -m session

tcp: [3] 10.10.10.100:3260,1 iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:dev0.c
trl

tcp: [4] 192.168.195.22:3260,1 iqn.2004-08.com.gsantechnology:p600g-d316-000901d00:dev
0.ctr2

6. In session mode, the iSCSI session can be logout, the usage is

# iscsiadm -m session -r session_id —u

# iscsiadm -m session -r 3 -u
Logging out of session [sid: 3, target: iqn.2004-08.com.qgsantechnology:p600q-d316-000901d0
0:devO0.ctrl, portal: 10.10.10.100]

Logout of [sid: 3 target: iqn.2004-08.com.gsantechnology:p600qg-d316-000901d00:dev0.ctrl, p

ortal: 10.10.10.100,3260]: successful

7. To log out all sessions, the usage is

# iscsiadm -m session —u
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How to setup DM-Multipath

The procedures of setup a multipath DM-Multipath are on the following.

1. To enable mpathconf, and then enable multipath support.

# mpathconf -h

usage: /shin/mpathconf <command>

Commands:
Enable: --enable

Disable: --disable

Set user_friendly_names (Default n): --user_friendly_names <y|n>

Set find_multipaths (Default n): --find_multipaths <y|n>

Load the dm-multipath modules on enable (Default y): --with_module <y |n>
start/stop/reload multipathd (Default n): --with_multipathd <y|n>
chkconfig on/off multipathd (Default y): --with_chkconfig <y|n>

# mpathconf --enable

(1t will create multipath.conf file as the configuration of multipath)

# service multipthd start

(To enable multipath)

How to exclude local disks

There are two ways that the local disks can be excluded when generating multipath devices.
1. Determine which WWN of local disks will be ignored. In this example, using the command

multipath can find out the WWN of local disk /dev/sda

# multipath -F

(Clear all multipath device maps)

# multipath

(Create multipath)

create: (1ATA ST31000528AS 9V)undef ATA,ST31000528A
[size=932G feature="0’ hwhandler="0" wp=undef

‘~+- policy="round-robin 0’ prio=1 status=undef

‘- 2:0:0:0 sda8:0 undefready running

create: mpathb (3203300137890ad00) undef Qsan,p600-d316
[size=500g feature="0" hwhandler="0" wp=undef

| -+- policy="round-robin O’ prio=1 status=undef

| *-12:0:0:0 sdb 8:16 undef ready running
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‘~+- policy="round-robin 0’ prio=1 status=undef

‘- 13:0:0:0 sdc 8:32 undef ready running

1

Y, TIP: The device A as follow means failover. And another one means round-robin.
‘% A. |-+- policy="round-robin 0’ prio=1 status=undef

| “-12:0:0:0 sdb 8:16 undef ready running

‘~+- policy="round-robin 0’ prio=1 status=undef

‘-13:0:0:0 sdc 8:32 undef ready running

B. |-+- policy="round-robin O’ prio=1 status=active
‘-12:0:0:0 sdb 8:16 active ready running
‘-13:0:0:0 sdc 8:32 active ready running

-

The WWN of local disk /dev/sda is in the parenthesis followed by the word “mpatha”.
2. Edit /etc/multipath.conf, and insert the WWN of local disk into the blacklist.

# vi /etc/multipath.conf

blacklist {
wwid 1ATA ST31000528AS

~ s TIP: If you change the value of multipath.conf, you must restart multipath to
% take effect.

# service multipthd restart

3. User can also change the find_multipths to block the local disk
# multipath -find_multipaths y
OR

# vi /etc/multipath.conf

defaults{

find_multipaths yes
}

Next, the alias of iSCSI device will be created. The alias name will help iSCSI device to be identified

easily. Find the UUID of iSCSI device in Red below:
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# multipath -l
(32033001378901d00) dm-3 Qsan,p600-d316

[size=500g feature="0" hwhandler="0" wp=rw

| -+- policy="round-robin 0’ prio=1 status=active

| “-12:0:0:0 sdb 8:16 active ready running
‘~+- policy="round-robin 0’ prio=1 status=enabled

‘-13:0:0:0 sdc 8:32 active ready running

1. Edit the /etc/multipath.conf again:

# vi /etc/multipath.conf
multipaths {
multipath {
wwid 32033001378901d00
alias
path_grouping_policy multibus
path_checker direction
(This line may cause multipath be invalid in different device)
path_selector "round-robin 0"
failback manual
rr_weight priorities

no_path_retry 5

2. Save the configuration file, and confirm that the persistent name to iSCSI device has been

created.

# multipath -ll

gsan (32033001378901d00) dm-3 Qsan,p600-d316

[size=500g feature="1 queue_if no_path’ hwhandler="0" wp=ro
| -+- policy="round-robin 0’ prio=1 status=active

‘-12:0:0:0 sdb 8:16 active ready running

‘- 13:0:0:0 sdc 8:32 active ready running

#Is -1 /dev/mapper

total O

crw-rw---- 1 root root 10, 58 jul 28 18:34 control
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Irwxrwxrwx 1 root root 7 jul 28 18:34 ->../dm-3

Irwxrwxrwx 1 root root 7 jul 28 18:34 VolGroup00-lv_home -> ../dm-2

Irwxrwxrwx 1 root root 7 jul 28 18:34 VolGroup00-lv_root ->../dm-0

Irwxrwxrwx 1 root root 7 jul 28 18:34 VolGroup00-lv_swap ->../dm-1

-~ % TIP: Usually it uses the command multipath to manage the multipath devices.
% Here is the parameter manual.

multipath Without parameters, create the devmaps for the multipath
devices.
-h Print this usage text.

-l Show multipath topology. (sysfs and DM info)
-ll Show multipath topology. (maximum info)

-f Flush a multipath device map.
-F Flush all multipath device maps.
-C Check if advice should be a path in a multipath device.
-q Allow queue_if_no_path whenmultipathd is not running.
-d Dry run, do not creat or update devmaps.
-r Force devmap reload.
-p Policy failover| multibus|group_by_serial|group_by_prio.
-b fil Bindings file location.
-p pol Force all maps to specified path grouping policy:
failover 1 path per priority group
multibus all paths in 1 priority group
group_by_serial 1 priority group per serial
group_by_prio 1 priority group per priority level
group_by_node_name 1 priority group per target node
-v vl Verbosity level:
0 no output
1 print created devmap names only
2 default verbosity
3 print debug information
Dev Action limited to:

Multipath named ‘dev’ (ex: mpath0) or

Multipath whose wwidis ‘dev’ (ex:60051..)

Multipath including the path named ‘dev’ (ex: /dev/sda)
Multipath including the path with maj:min ‘dev’ (ex:8:0)
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Advanced Operation

Terminal Operation

There are two terminal operations to manage and debug the storage system, described on the

following.

Serial Console

TrioNAS U1XX and U2XX:
At the rear of the storage system, connect a monitor via the VGA port and connect a USB keyboard

via the USB port.

The initial defaults for administrator login are:
° User name: admin

o Password: 1234

TrioNAS U300 Series and TrioNAS LX Series:

Use console cable (NULL modem cable) to connect from console port of the storage system to RS
232 port of the management PC. The console settings are on the following:

o Baud rate: 115200, 8 data bit, no parity, 1 stop bit, and no flow control.

. Terminal type: vt100

The initial defaults for administrator login are:
. User name: admin

o Password: 1234

Secure Shell Remote Access

SSH (secure shell) software is required for remote login. The SSH client software is available at the
following web site:

J SSH Tectia Client: http://www.ssh.com/

. PuTTY: http://www.chiark.greenend.org.uk/
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The default management IP address is 192.168.1.234/255.255.255.0, please configure your
computer IP address at the same subnet of the system (e.g.: 192.168.1.1/255.255.255.0). The
remote control settings are on the following:

. Host IP: <IP Address> (e.g.: 192.168.1.234)

° Port: 2222

i User Name: admin

. Password: 1234

" TIP
~ v
1% Qsan system supports SSH for remote access only. When using SSH, the IP
address and password are required for login.

Console Ul

When login to the system, there is a prompt, type help and press Enter button. It will display help

description.

console> help
info Print system information
ifconfig Setting ethO IP address
reset network Reset all of network port to Manufactory setting
restart http Restart HTTP service for management
list port List the port number of service used

dump sysinfo Dump system information to USB

diag Print diagnostic message

reboot Reboot system

shutdown Shutdown system

exit Exit

help Help description
console>

The options are available on the console Ul:

. info: Print the system information.

console> info

[System]
Product: U221
Name: U221 -xXxxXXXX
Version: 1.2.3
[Network]

LANO => MAC 00:13:78:xx:xx:Xx Addr:192.168.x.x Mask:255.255.0.0
LAN1 => MAC 00:13:78:xx:xx:Xx Addr:169.254.x.x Mask:255.255.0.0
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LAN2 => MAC 00:13:78:xx:xx:xx Addr:169.254.x.x Mask:255.255.0.0
LAN3 => MAC 00:13:78:xx:xx:xx Addr:169.254.x.x Mask:255.255.0.0
i ifconfig: Setup the IP address of the management port.
console> ifconfig
Setting ethO IP address usage:
ifconfig IP MASK [GATEWAY]
ifconfig DHCP

. reset_network: Reset all of network ports to factory default setting.
. restart_http: If the web Ul is abnormal, restart HTTP service for management.

. list_port: List the port number of the services.

console> list port

[Service] [Port]
http => 80
https => 443
ssh => 2222
ftp => 21
sftp => 22
webdav => 50000
webdavs => 8888

. dump_sysinfo: Connect a USB flash via USB port at the rear of the system; use this command

to dump the system information to USB device. If there is no USB device found, it will display
the warning message.

console> dump sysinfo

No USB found,please insert USB

. diag: Print the diagnostic messages.
. reboot: Reboot the system.

. shutdown: Shutdown the system.

. exit: Exit the console Ul.

. help: Display the help description.
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Glossary and Acronym List

Common Terminology

Item Description
RAID Redundant Array of Independent Disks. There are different RAID levels
with different degree of data protection, data availability, and
performance to host environment.

PD The Physical Disk belongs to the member disk of one specific RAID group.

Pool A collection of removable media. One pool consists of one or several RAID
sets.

ZFS ZFS is a combined file system and logical volume manager designed by Sun

Microsystems. The features of ZFS include data integrity verification
against data corruption modes, support for high storage capacities,
integration of the concepts of file system and volume management,
snapshots and copy-on-write clones, continuous integrity checking.

LUN Logical Unit Number. A logical unit number (LUN) is a unique identifier
which enables it to differentiate among separate devices (each one is a
logical unit).

GUI Graphic User Interface.

RO Set the volume to be Read-Only.

DS Dedicated Spare disks. The spare disks are only used by one specific RG.
Others could not use these dedicated spare disks for any rebuilding
purpose.

DG DeGraded mode. Not all of the array’s member disks are functioning, but
the array is able to respond to application read and write requests to its
virtual disks.

SCSI Small Computer Systems Interface.

SAS Serial Attached SCSI.

S.M.AR.T. Self-Monitoring Analysis and Reporting Technology.

WWN World Wide Name.

HBA Host Bus Adapter.

NIC Network Interface Card.

BBM Battery Backup Module

Data Service Terminology

Item Description

CIFS Common Internet File System. CIFS operates as an application-layer
network protocol mainly used for providing shared access to files, printers,
serial ports, and miscellaneous communications between nodes on a

network.
SMB Server Message Block. Same as CIFS.
NFS Network File System. NFS is a distributed file system protocol originally,

allowing a user on a client computer to access files over a network in a
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manner similar to how local storage is accessed.

AFP Apple Filing Protocol, formerly AppleTalk Filing Protocol. AFP is a
proprietary network protocol that offers file services for Mac OS X and
original Mac OS. In Mac OS X, AFP is one of several file services supported
including Server Message Block (SMB), Network File System (NFS), File
Transfer Protocol (FTP), and WebDAV. AFP currently supports Unicode file
names, POSIX and access control list permissions, resource forks, named
extended attributes, and advanced file locking. In Mac OS 9 and earlier, AFP
was the primary protocol for file services.

FTP File Transfer Protocol. FTP is a standard network protocol used to transfer
files from one host or to another host over a TCP-based network, such as
the Internet.

WebDAV Web Distributed Authoring and Versioning. WebDAV is an extension of the
Hypertext Transfer Protocol (HTTP) that facilitates collaboration between
users in editing and managing documents and files stored on World Wide
Web servers.

Deduplication Data deduplication is a specialized data compression technique for
eliminating duplicate copies of repeating data.

Thin Provisioning  Thin provisioning is the act of using virtualization technology to give the
appearance of having more physical resources than are actually available.
The term thin provisioning is applied to disk later in this article, but could
refer to an allocation scheme for any resource.

iSCSI Terminology

Item Description

iSCSI Internet Small Computer Systems Interface.

LACP Link Aggregation Control Protocol.

MPIO Multi-Path Input/Output.

MC/S Multiple Connections per Session

MTU Maximum Transmission Unit.

CHAP Challenge Handshake Authentication Protocol. An optional security
mechanism to control access to an iSCSI storage system over the iSCSI data
ports.

iSNS Internet Storage Name Service.
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End-User License Agreement (EULA)

Please read this document carefully before you use our product or open the package containing
our product.

YOU AGREE TO ACCEPT TERMS OF THIS EULA BY USING OUR PRODUCT, OPENING THE PACKAGE
CONTAINING OUR PRODUCT OR INSTALLING THE SOFTWARE INTO OUR PRODUCT. IF YOU DO NOT
AGREE TO TERMS OF THIS EULA, YOU MAY RETURN THE PRODUCT TO THE RESELLER WHERE YOU
PURCHASED IT FOR A REFUND IN ACCORDANCE WITH THE RESELLER'S APPLICABLE RETURN POLICY.

1. General

QSAN Technology, Inc. ("QSAN") is willing to grant you (“User”) a license of software, firmware
and/or other product sold, manufactured or offered by QSAN (“the Product”) pursuant to this
EULA.

2. License Grant
QSAN grants to User a personal, non-exclusive, non-transferable, non-distributable, non-
assignable, non-sub-licensable license to install and use the Product pursuant to the terms of this

EULA. Any right beyond this EULA will not be granted.

3. Intellectual Property Right
Intellectual property rights relative to the Product are the property of QSAN or its licensor(s). User

will not acquire any intellectual property by this EULA.

4. License Limitations

User may not, and may not authorize or permit any third party to: (a) use the Product for any
purpose other than in connection with the Product or in a manner inconsistent with the design or
documentations of the Product; (b) license, distribute, lease, rent, lend, transfer, assign or
otherwise dispose of the Product or use the Product in any commercial hosted or service bureau
environment; (c) reverse engineer, decompile, disassemble or attempt to discover the source code
for or any trade secrets related to the Product, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation; (d) adapt, modify, alter,

translate or create any derivative works of the Licensed Software; (e) remove, alter or obscure any
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copyright notice or other proprietary rights notice on the Product; or (f) circumvent or attempt to
circumvent any methods employed by QSAN to control access to the components, features or

functions of the Product.

5. Open Source

The Product may contain open source components licensed to QSAN. User may visit QSAN’s
website to learn specifics of the open source components and the respective license terms thereof
(“Open Source License”). The terms of the Open Source License will control solely with respect to
the open source components to the extent that this EULA conflicts with the requirements of the
open source with respect to your use of the open source components, and, in such event, you

agree to be bound by the Open Source License with respect to your use of such components.

6. Disclaimer

QSAN DISCLAIMS ALL WARRANTIES OF PRODUCT, INCLUDING BUT NOT LIMITED TO ANY
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, WORKMANLIKE EFFORT, TITLE, AND
NON-INFRINGEMENT. ALL PRODUCTS ARE PROVIDE “AS IS” WITHOUT WARRANTY OF ANY KIND.
QSAN MAKES NO WARRANTY THAT THE PRODUCT WILL BE FREE OF BUGS, ERRORS, VIRUSES OR
OTHER DEFECTS.

IN NO EVENT WILL QSAN BE LIABLE FOR THE COST OF COVER OR FOR ANY DIRECT, INDIRECT,
SPECIAL, PUNITIVE, INCIDENTAL, CONSEQUENTIAL OR SIMILAR DAMAGES OR LIABILITIES
WHATSOEVER (INCLUDING, BUT NOT LIMITED TO LOSS OF DATA, INFORMATION, REVENUE,
PROFIT OR BUSINESS) ARISING OUT OF OR RELATING TO THE USE OR INABILITY TO USE THE
PRODUCT OR OTHERWISE UNDER OR IN CONNECTION WITH THIS EULA OR THE PRODUCT,
WHETHER BASED ON CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTHER
THEORY EVEN IF QSAN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. Limitation of Liability

IN ANY CASE, QSAN'’S LIABILITY ARISING OUT OF OR IN CONNECTION WITH THIS EULA OR THE
PRODUCT WILL BE LIMITED TO THE TOTAL AMOUNT ACTUALLY AND ORIGINALLY PAID BY
CUSTOMER FOR THE PRODUCT. The foregoing Disclaimer and Limitation of Liability will apply to
the maximum extent permitted by applicable law. Some jurisdictions do not allow the exclusion or
limitation of incidental or consequential damages, so the exclusions and limitations set forth

above may not apply.

8. Termination.
If User breach any of its obligations under this EULA, QSAN may terminate this EULA and take

remedies available to QSAN immediately.
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9. Miscellaneous.

(a)  QSAN reserves the right to modify this EULA.

(b)  QSAN reserves the right to renew the software or firmware anytime.

(c) QSAN may assign its rights and obligations under this EULA to any third party without
condition.

(d)  This EULA will be binding upon and will inure to User’s successors and permitted assigns.

(e)  This EULA shall be governed by and constructed according to the laws of R.O.C. Any disputes
arising from or in connection with this EULA, User agree to submit to the jurisdiction of

Taiwan Shilin district court as first instance trial.
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GNU General Public License

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble

The GNU General Public License is a free, copy left license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom
to share and change the works. By contrast, the GNU General Public License is intended to
guarantee your freedom to share and change all versions of a program--to make sure it remains
free software for all its users. We, the Free Software Foundation, use the GNU General Public
License for most of our software; it applies also to any other work released this way by its authors.

You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs, and that you know you

can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to
surrender the rights. Therefore, you have certain responsibilities if you distribute copies of the

software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass
on to the recipients the same freedoms that you received. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know their

rights.
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Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or

modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for
this free software. For both users' and authors' sake, the GPL requires that modified versions be
marked as changed, so that their problems will not be attributed erroneously to authors of

previous versions.

Some devices are designed to deny users access to install or run modified versions of the software
inside them, although the manufacturer can do so. This is fundamentally incompatible with the
aim of protecting users' freedom to change the software. The systematic pattern of such abuse
occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for
those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom of

users.

Finally, every program is threatened constantly by software patents. States should not allow
patents to restrict development and use of software on general-purpose computers, but in those
that do, we wish to avoid the special danger that patents applied to a free program could make it
effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the

program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TEMS AND CONDITIONS

0. Definitions

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is

addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.
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To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a

“modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except executing it
on a computer or modifying a private copy. Propagation includes copying, distribution (with or
without modification), making available to the public, and in some countries other activities as

well.

To “convey” a work means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is

not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and
(2) tells the user that there is no warranty for the work (except to the extent that warranties are
provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominent

item in the list meets this criterion.

1.  Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it.

“Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a
recognized standards body, or, in the case of interfaces specified for a particular programming

language, one that is widely used among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole,
that (a) is included in the normal form of packaging a Major Component, but which is not part of
that Major Component, and (b) serves only to enable use of the work with that Major Component,
or to implement a Standard Interface for which an implementation is available to the public in
source code form. A “Major Component”, in this context, means a major essential component

(kernel, window system, and so on) of the specific operating system (if any) on which the
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executable work runs, or a compiler used to produce the work, or an object code interpreter used

to runit.

The “Corresponding Source” for a work in object code form means all the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work,
including scripts to control those activities. However, it does not include the work's System
Libraries, or general-purpose tools or generally available free programs which are used unmodified
in performing those activities but which are not part of the work. For example, Corresponding
Source includes interface definition files associated with source files for the work, and the source
code for shared libraries and dynamically linked subprograms that the work is specifically designed
to require, such as by intimate data communication or control flow between those subprograms

and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from

other parts of the Corresponding Source.
The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a covered work is covered by
this License only if the output, given its content, constitutes a covered work. This License

acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so
long as your license otherwise remains in force. You may convey covered works to others for the
sole purpose of having them make modifications exclusively for you, or provide you with facilities
for running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction and control, on terms that
prohibit them from making any copies of your copyrighted material outside their relationship with

you.

Conveying under any other circumstances is permitted solely under the conditions stated below.

Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
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No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December

1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights under this
License with respect to the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's users, your or third parties'

legal rights to forbid circumvention of technological measures.

4, Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in
accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and

give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or

warranty protection for a fee.

5.  Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided that you also meet all

of these conditions:

° a) The work must carry prominent notices stating that you modified it, and giving a relevant
date.

° b) The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in section
4 to “keep intact all notices”.

b ¢) You must license the entire work, as a whole, under this License to anyone who comes
into possession of a copy. This License will therefore apply, along with any applicable section
7 additional terms, to the whole of the work, and all its parts, regardless of how they are
packaged. This License gives no permission to license the work in any other way, but it does
not invalidate such permission if you have separately received it.

° d) If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal

Notices, your work need not make them do so.
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A compilation of a covered work with other separate and independent works, which are not by
their nature extensions of the covered work, and which are not combined with it such as to form a
larger program, in or on a volume of a storage or distribution medium, is called an “aggregate” if
the compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an

aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,

in one of these ways:

. a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable physical
medium customarily used for software interchange.

. b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and valid
for as long as you offer spare parts or customer support for that product model, to give
anyone who possesses the object code either (1) a copy of the Corresponding Source for all
the software in the product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your reasonable cost of
physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

. c) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially,
and only if you received the object code with such an offer, in accord with subsection 6b.

. d) Convey the object code by offering access from a designated place (gratis or for a charge),
and offer equivalent access to the Corresponding Source in the same way through the same
place at no further charge. You need not require recipients to copy the Corresponding
Source along with the object code. If the place to copy the object code is a network server,
the Corresponding Source may be on a different server (operated by you or a third party)
that supports equivalent copying facilities, provided you maintain clear directions next to the
object code saying where to find the Corresponding Source. Regardless of what server hosts
the Corresponding Source, you remain obligated to ensure that it is available for as long as

needed to satisfy these requirements.
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. e) Convey the object code using peer-to-peer transmission, provided you inform other peers
where the object code and Corresponding Source of the work are being offered to the

general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding

Source as a System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed or
sold for incorporation into a dwelling. In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particular product received by a
particular user, “normally used” refers to a typical or common use of that class of product,
regardless of the status of the particular user or of the way in which the particular user actually
uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non-consumer uses, unless such

uses represent the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys,
or other information required to install and execute modified versions of a covered work in that
User Product from a modified version of its Corresponding Source. The information must suffice to
ensure that the continued functioning of the modified object code is in no case prevented or

interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User
Product, and the conveying occurs as part of a transaction in which the right of possession and use
of the User Product is transferred to the recipient in perpetuity or for a fixed term (regardless of
how the transaction is characterized), the Corresponding Source conveyed under this section must
be accompanied by the Installation Information. But this requirement does not apply if neither you
nor any third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for a work that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network
may be denied when the modification itself materially and adversely affects the operation of the

network or violates the rules and protocols for communication across the network.
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Corresponding Source conveyed, and Installation Information provided, in accord with this section
must be in a format that is publicly documented (and with an implementation available to the

public in source code form), and must require no special password or key for unpacking, reading or

copying.

7.  Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to the
entire Program shall be treated as though they were included in this License, to the extent that
they are valid under applicable law. If additional permissions apply only to part of the Program,
that part may be used separately under those permissions, but the entire Program remains

governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to
require their own removal in certain cases when you modify the work.) You may place additional
permissions on material, added by you to a covered work, for which you have or can give

appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you
may (if authorized by the copyright holders of that material) supplement the terms of this License

with terms:

. a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

. b) Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

. c) Prohibiting misrepresentation of the origin of that material, or requiring that modified

versions of such material be marked in reasonable ways as different from the original

version; or
. d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
. e) Declining to grant rights under trademark law for use of some trade names, trademarks,

or service marks; or

. f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of liability to
the recipient, for any liability that these contractual assumptions directly impose on those

licensors and authors.
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All other non-permissive additional terms are considered “further restrictions” within the meaning
of section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further restriction, you may remove that term.
If a license document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,

provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice indicating

where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written

license, or stated as exceptions; the above requirements apply either way.

8.  Additional Terms.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it is void, and will automatically terminate your
rights under this License (including any patent licenses granted under the third paragraph of

section 11).

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the

violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first time you
have received notice of violation of this License (for any work) from that copyright holder, and you

cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under

section 10.

9.  Acceptance Not Required for Having Copies.
You are not required to accept this License in order to receive or run a copy of the Program.

Ancillary propagation of a covered work occurring solely as a consequence of using peer-to-peer
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transmission to receive a copy likewise does not require acceptance. However, nothing other than
this License grants you permission to propagate or modify any covered work. These actions
infringe copyright if you do not accept this License. Therefore, by modifying or propagating a

covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are not

responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the
work also receives whatever licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the Corresponding Source of the
work from the predecessor in interest, if the predecessor has it or can get it with reasonable

efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed
under this License. For example, you may not impose a license fee, royalty, or other charge for
exercise of rights granted under this License, and you may not initiate litigation (including a cross-
claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using,

selling, offering for sale, or importing the Program or any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a
work on which the Program is based. The work thus licensed is called the contributor's

“contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by some
manner, permitted by this License, of making, using, or selling its contributor version, but do not
include claims that would be infringed only as a consequence of further modification of the
contributor version. For purposes of this definition, “control” includes the right to grant patent

sublicenses in a manner consistent with the requirements of this License.
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Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run,

modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent
or covenant not to sue for patent infringement). To “grant” such a patent license to a party means

to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through a publicly available network server or other readily accessible means, then you must
either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent
with the requirements of this License, to extend the patent license to downstream recipients.
“Knowingly relying” means you have actual knowledge that, but for the patent license, your
conveying the covered work in a country, or your recipient's use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to believe are

valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or
propagate by procuring conveyance of, a covered work, and grant a patent license to some of the
parties receiving the covered work authorizing them to use, propagate, modify or convey a specific
copy of the covered work, then the patent license you grant is automatically extended to all
recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits
the exercise of, or is conditioned on the non-exercise of one or more of the rights that are
specifically granted under this License. You may not convey a covered work if you are a party to an
arrangement with a third party that is in the business of distributing software, under which you
make payment to the third party based on the extent of your activity of conveying the work, and
under which the third party grants, to any of the parties who would receive the covered work from
you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by
you (or copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that arrangement,
or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other

defenses to infringement that may otherwise be available to you under applicable patent law.
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12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot convey a covered work so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not convey
it at all. For example, if you agree to terms that obligate you to collect a royalty for further
conveying from those to whom you convey the Program, the only way you could satisfy both those

terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with a work licensed under version 3 of the GNU Affero General Public License into a
single combined work, and to convey the resulting work. The terms of this License will continue to
apply to the part which is the covered work, but the special requirements of the GNU Affero
General Public License, section 13, concerning interaction through a network will apply to the

combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version, but

may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License “or any later version” applies to it, you have
the option of following the terms and conditions either of that numbered version or of any later
version published by the Free Software Foundation. If the Program does not specify a version
number of the GNU General Public License, you may choose any version ever published by the

Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of a version permanently

authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow a

later version.
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15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal
effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless a

warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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Revision History

<QRsan

Date Version

Owner

Description

2013/1/14 8.17

Wilson Fang

Apply 2013 template.
Add TrioNAS.
Apply TrioNAS LX.

2013/1/31 8.18

Wilson Fang

Add U200.
FW changes to 1.1.0.
Correct dedicated spare setting.

2013/2/18 8.19

Wilson Fang

Add health “Reserved” descriptions in “Physical
Disk”.

2013/2/18 8.20

Wilson Fang

Change U210/U220 Memory to 16GB.

2013/2/20 8.20

Robert Lin

Add FW 1.1.0 features.

P36, Change screenshot.

P54, Add import/export account.

P61, P62, P64, Add IPv6.

P63, P66, Dedicated spare function moves to
Pool tab, not Physical disk tab.

P66, Add "Reserved" description.

P68, Add “Scrub” description.

P71, Add how to set dedicated spare disk.

P74, Update create ZFS Ul (generic zero reclaim).

P84 ~ P86, Add UID/GID description.

P87, Add search file description, updates Ul.

P89, Update NFS Ul.

P92, Add NFSv4 domain support for ID mapping.

P93, P94, Update FTP spec and Ul, max
connections 256, default 32.

P101, Update replication task limit. 16 tasks max.

P116, Add Apple Time Machine support.

2013/3/12 8.21

Wilson Fang

P26, Add “Rack Mount Installation”.

2013/3/14 8.21

Wilson Fang

P133 ~ P134, Add data service terminologies.

2013/3/16 8.30

Wilson Fang

Apply WebUI version.

2013/7/11 8.32

Wilson Fang

All, Remove U200.

P15, Add Power button description.

P14 ~ P22, Modify LED descriptions.

P19, Remove TrioNAS LX BBM descriptions.
P21, Modify LAN port descriptions.

P27 ~ P28, Modify rack mount installation.
P34 ~ P35, Correct shutdown descriptions.
P38 ~ P39, Modify Web Ul screen shot.
P40, Add setup wizard.

P42, Modify interface hierarchy.

2013/7/15 8.32

Wilson Fang

P42, Add Dashboard description.

P43 ~ P48, Add the descriptions of all options in
Monitor.

P48 ~ P57, Modify System configuration
descriptions.

2013/7/17 8.32

Wilson Fang

P57 ~ P61, Modify Network setting descriptions.
P61 ~ P62, Modify Physical disk descriptions.

2013/7/18 8.32

Wilson Fang

P64 ~ P71, Modify Pool, ZFS descriptions.

2013/7/23 8.32

Wilson Fang

P78 ~ P91, Modify LUN, Snapshot and Application
configuration descriptions.
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2013/7/25

8.32

Wilson Fang

P73 ~ P78, Modify Share descriptions.
P92 ~ P94, Modify Maintenance configuration
descriptions.

2013/7/26

8.33

Wilson Fang

P74 ~ P76, Modify Share descriptions and add
WebDAYV setting.

2013/8/8

8.33

Wilson Fang

P21, Modify LAN1 as management port.
P37, Add description for access web Ul.

2013/9/17

8.33

Robert Lin

P46 ~ P47, Add description for event log behavior.
P54, Add description for import/export account.
P59, Add description for DHCP behavior.

P62, Add description for IP filter setting.

P76, Add a caution for home directory shares
using NFS.

P95, Add description for “Reset to factory
defaults”.

P95 ~ P96, Add “Firmware Upgrade via USB”.

2013/9/17

8.33

Wilson Fang

P6, Add more battery description for BSMI.

2013/10/18

8.34

Wilson Fang

P6, Add warning message for battery in French,
German, Spanish and Simplified Chinese.

2013/11/1

8.35

Wilson Fang

All, Review CAUTION and TIP.
P72, Move * descriptions to TIP.
P2, Add login information.

2014/4/24

8.41

Wilson Fang

P117 ~ P118, Add chapter 7.

2014/5/12

8.41

Wilson Fang

All, Apply new Qsan Cl.
P1~ P42, Add TrioNAS U120, TrioNAS U300.

2014/5/13

8.41

Wilson Fang

P11 ~ P38, Rewrite Chapter 1 and 2.

2014/5/15

8.41

Wilson Fang

P95, Remove volumes in Amazon S3.

2014/5/20

8.41

Wilson Fang

P11 ~ P45, Update TrioNAS U120, TrioNAS U300
photos.

2014/5/21

8.41

Wilson Fang

P20, Update U110 and U120.
P127 ~ P129, Update Chapter 7.

2014/5/22

8.41

Wilson Fang

P20, Add descriptions in USB ports.

2014/6/19

8.50

Wilson Fang

P2, P16 ~ P17, P46 ~ P48, P69, P104 ~ P105, P128,
Modify default IP as 192.168.1.234.
P69, P71, Update screenshot.

2014/6/30

8.50

Wilson Fang

P13, Modify U300 model names.

P16 ~ P17, Add JBOD J100.

P18, Update U300 tray picture.

P24 ~ P26, Update U300 pictures of systems and
controllers.

P37 ~ P38, Update U300 topologys.

2014/7/2

8.50

Wilson Fang

P11, P15, Update U300 pictures.

2014/7/17

8.50

Wilson Fang

P27, Add RAID 10 description.

2014/9/2

8.50

Wilson Fang

P11 ~ P42, Rename TrioNAS LX U300.

2014/9/3

8.50

Wilson Fang

P11 ~ P42, U300 re-sorts by P10, P20, F20.

2014/9/5

8.50

Wilson Fang

P13, Remove Celeron model.

P48 ~ P50, Rewrite Setup wizard contents.

P51, Update Interface hierarchy.

P52, Update Dashboard screenshot and add
Refresh interval contents.

P53, Update S.M.A.R.T. screenshot.

P55, Update Snapshot screenshot.

P56, Add Hardware monitor screenshots.

2014/9/17

8.50

Wilson Fang

P47, Update screenshots.
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P57, Update Event log screenshot.

P58, Add Service log description.

P59 ~ P60, Add iSCSI service description.

P60 ~ P61, Update System screenshot. Add Web
management timeout and port number
descriptions.

P61, Update Time screenshot. Update Time and
date setup descriptions.

P62 ~ P65, Update user and group screenshots.
Modify user and group description.

2014/9/19 8.50 Wilson Fang P59, P70, Modify UPS screenshots and
descriptions.
P12, P71, Modify network descriptions.
P74 ~ P75, Modify link aggregation descriptions.
P77, Modify Physical disk descriptions.
2014/9/22 8.50 Wilson Fang P75, Add default gateway and loopback.
P76, Add IP filter rule and modify IP filter setting
descriptions.
P78, Modify replace disk screenshot.
P79 ~ P80, Modify pool screenshots and
descriptions.
P84 ~ P85, Modify ZFS screenshots and
descriptions.
P89 ~ P92, Modify Share screenshots and
descriptions.
P94 ~ P95, Modify LUN screenshots and
descriptions.
P95 ~ P97, Modify Snapshot screenshots and
descriptions.
P97, Rename Service configuration.
2014/9/25 8.50 Wilson Fang P46, Add Update admin password screenshot and
description.
P99, Add Access auditing screenshot and
description.
P101, Add FTP, SFTP port numbers.
P102, Add WebDAYV port numbers.
P102 ~ P104, Modify iSCSI screenshots and add
Change network portal.
2014/9/26 8.50 Wilson Fang P104 ~ P106, Add Rsync.
P106 ~ P107, Modify Replication screenshot and
description.
P111, Add Application.
P112, Add Diagnostic, Tools and ARP.
P113, Modify Reset to factory default screenshot
and description.
P115, Add Import and export.
2014/9/30 8.51 Wilson Fang P117, P122, Review contents.
2014/10/16 8.51 Wilson Fang P2, Update FW version.
2014/12/11 8.60 Wilson Fang Separate HW and SW manual.
2015/2/2 8.60 Wilson Fang Add GPL.
2015/3/5 8.60 Wilson Fang Add EULA.
2015/3/6 8.60 Wilson Fang Regroup all contents to FW 2.0.0.
2015/3/10 8.60 Wilson Fang P16 ~ P36, Review and capture screenshots.
2015/3/12 8.60 Wilson Fang P29, P37 ~ P39, Review and capture screenshots.
2015/3/17 8.60 Wilson Fang P40, Add a pool relationship diagram.
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2015/3/19 8.60 Wilson Fang P23, Add IPv4 static route.

P41 ~ P57, Rewrite Storage Configuration.
2015/3/20 8.60 Wilson Fang P58 ~ P62, Rewrite Data Service.
2015/3/23 8.60 Wilson Fang P63 ~ P75, Rewrite Data Service.
2015/3/24 8.60 Wilson Fang P69 ~ P79, Add FC.

P80 ~ P90, Rewrite Data Protection.
2015/3/25 8.60 Wilson Fang P91 ~ P96, Rewrite System Healthy.

P97 ~ P144, Rewrite Appendix A, B, C, D, E, F.
2015/3/26 8.60 Wilson Fang P10 ~ P18, Rewrite Getting Started.
2015/3/27 8.60 Wilson Fang P10 ~ P18, Review.
2015/8/29 8.60 Grace Chen P1~ P150, Review.

Update Ul Screenshot.
Add Replication via internet TIP.
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